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Abstract

Traditionalstatictype systemsarevery effective for verifying ba-
sic interfacespeci cations,but are somavhatlimited in the kinds
speci cationsthey support Dynamically-checkedontractcanen-
force more precisespeci cations,but theseare not checkeduntil

runtime, resultingin incompletedetectionof defects.

Hybrid type cheding is a synthesisof thesetwo approacheshat
enforcespreciseinterfacespeci cations,via staticanalysiswhere
possible put alsovia dynamiccheckswherenecessaryThis paper
exploresthe key ideasand implicationsof hybrid type checking,
in the context of the simply-typed -calculuswith arbitraryre ne-

mentsof basetypes.

Categoriesand SubjectDescriptors D.3.1 [ProgrammingLan-
guages:Formal De nitions and Theony|: speci cation and veri -
cation

GeneralTerms LanguagesTheory, Veri cation

Keywords Type systems,contracts, static checking, dynamic
checking

1. Motivation

The constructionof reliable softwareis extremely dif cult. For
large systems,it requiresa modular developmentstratey that,
ideally, is basedon preciseandtrustedinterfacespeci cations.In
practice,however, programmergypically work in the contet of
a large collectionof APIs whosebehavior is only informally and
imprecisely speci ed and understood Practicalmechanismdor
specifyingand verifying precise,behaiioral aspectf interfaces
areclearlyneeded.

Statictype systemshave proven to be extremely effective and
practicaltools for specifyingand verifying basicinterfacespec-
i cations, and are widely adoptedby most softwareengineering
projects However, traditionaltypesystemsaresomevhatlimitedin
thekindsof speci cationsthey supportOngoingresearcton more
powerful typesystemde.g., [45, 44, 17, 29, 11]) attemptgo over-
comesomeof theserestrictions via advancedeaturessuchasde-
pendenandre nementtypes.Yetthesesystemsaredesignedo be
statically type safe andso the speci cationlanguages intention-
ally restrictedto ensurethat speci cationscanalwaysbe checked
statically
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In contrast,dynamiccontract cheding [30, 14, 26, 19, 24, 27,
36, 25] provides a simple methodfor checkingmore expressve
speci cations.Dynamiccheckingcaneasilysupportprecisespeci-

cations, suchas:

- Subrangeypes,e.g., the function printDigit
tegerin therange|0,9].

requiresanin-

- Aliasing restrictions,e.g., swaprequiresthatits agumentsare
distinctreferencecells.

- Orderingrestrictions,e.g., binarySearc h requiresthatits ar
gumentis asortedarray

- Sizespeci cations,e.g., thefunctionserializeM atr ix takes
asinputamatrix of sizen by m, andreturnsa one-dimensional
arrayof sizen m.

- Arbitrary predicatesan interpreter(or code generator)for a
typedlanguaggor intermediateepresentatiof89]) might nat-
urally requirethat its input be well-typed,i.e, thatit satis es
thepredicatenvellTyped : Expr! Bool.

However, dynamiccheckingsuffersfrom two limitations.First,
it consumesyclesthat could otherwiseperformuseful computa-
tion. More seriously dynamiccheckingprovidesonly limited cov-
erage— speci cationsare only checkedon datavaluesand code
pathsof actualexecutions.Thus, dynamiccheckingoften results
in incompleteandlate (possiblypost-deploymentjletectionof de-
fects.

Thus,thetwin goalsof completecheking andexpressivespec-
i cations appeato beincompatiblein practice? Statictype check-
ing focuseson completecheckingof restrictedspeci cations.Dy-
namic checking focuseson incomplete checking of expressve
speci cations.Neither approachin isolation provides an entirely
satisfactorysolutionfor checkingpreciseinterfacespeci cations.

In this paperwe describeanapproactfor validatingprecisen-
terfacespeci cationsusinga synthesiof staticanddynamictech-
niques.By checkingcorrectnesgropertiesand detectingdefects
statically (wheneer possible)anddynamically(only whenneces-
sary), this approachof hybrid type cheding provides a potential
solutionto the limitations of purely-staticandpurely-dynamicap-
proaches.

We illustratethe key ideaof hybrid type checkingby consider
ing thetyperule for functionapplication:

E t:T! T° E t2:S E S<:T
E° (tl tz) . To

1 Completecheckingof expressie speci cations could be achieved by
requiringthateachprogrambeaccompanietyy a proof (perhapexpressed
as type annotations}hat the programsatis es its speci cation, but this
approachs too hearyweightfor widespreadise.
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Figure 1. Hybrid type checkingon variousprograms.

Thisrule usesthe antecedenE ~ S <: T to checkcompatibility
of the actualandformal parametetypes.If the type checkercan
prove this subtypingrelation, thenthis applicationis well-typed.
Cornversely if thetype checkercanprove thatthis subtypingrela-
tion doesnot hold, thenthe programis rejectedIn a corventional,
decidabletype systemoneof thesetwo casesalwaysholds.

However, oncewe considerexpressve type languageshat are
not staticallydecidablethe type checkemay encountesituations
whereits algorithmscanneitherprove, norrefute thesubtypgudg-
mentE © S <: T (particularlywithin thetime boundsmposedy
interactve compilation).A fundamentalquestionin the develop-
mentof expressvetype systemss how to dealwith suchsituations
wherethe compilercannotstaticallyclassifythe programaseither
ill-typed or well-typed:

- Staticallyrejectingsuchprogramswvould causethe compilerto
rejectsomeprogramshat,on deepetanalysiscould be shavn
to be well-typed. This approachseemstoo brittle for usein
practice,sinceit would be dif cult to predictwhich programs
thecompilerwould accept.

- Statically acceptingsuch programs(basedon the optimistic
assumptiorthat the unproven subtyperelationsactually hold)
mayresultin speci cationsbeingviolatedatruntime, whichis
undesirable.

Hencewe amguethatthe mostsatisfactoryapproachs for thecom-
piler to acceptsuchprogramson a provisional basis,but to insert
sufcient dynamic checksto ensurethat speci cation violations
never occurat run time. Of coursecheckingthatE * S <: T at
runtime is still adif cult problemandwould violate the principle
of phasdlistinction[9]. Insteadpur hybridtypecheckingapproach
transformgheabove applicationinto the code

t (RSB Ti ty)

wherethe additionaltypecastor coercionhS B Ti t, dynamically
checkshatthevalueproduceddy t» is in thedomaintypeT. Note
thathybrid typecheckingsupportsvery precisetypes,andT could
in fact specifyadetailedpreconditionof thefunction,for example,
thatit only acceptgrime numbersin this case the run-timecast
wouldinvolve performinga primality check.

The behavior of hybrid type checkingon variouskinds of pro-
gramsis illustratedin Figure 1. Although every programcan be
classi ed aseitherill-typed or well-typed,for expressve type sys-
temsit is not alwayspossibleto makethis classi cationstatically
However, the compiler can still identify some (hopefully mary)
clearly ill-typed programs,which are rejected,and similarly can
identify someclearlywell-typedprogramswhich areacceptedin-
changed.

For the remainingsubtleprograms dynamictype castsarein-
sertedto checkany unveri ed correctnespropertiesat run time.
If the original programis actually well-typed, thesecastsare re-
dundantandwill never fail. Corverselyif the original programis
ill-typed in a subtlemannerthat cannoteasilybe detectecdat com-
pile time, the insertedcastamayfail. As staticanalysisechnology
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Figure 2. Roughsketchof the relationshipbetweenhybrid type
checking,dynamicchecking type checking,andfull programver-
i cation.

improves, we expectthat the category of subtleprogramsin Fig-
ure1will shrink,asmoreill-typed programsarerejectedandmore
well-typedprogramsarefully veri ed atcompiletime.

Hybrid typecheckingprovidesseveraldesirablecharacteristics:

1. It supportspreciseinterfacespeci cations,which areessential
for modulardevelopmenbf reliablesoftware.

2. As mary defectsasis possibleand practical are detectedat
compile time (and we expect this set will increaseas static
analysigechnologyevolves).

3. All well-typedprogramsareacceptedy thechecker

4. Due to decidability limitations, the hybrid type checkermay
staticallyacceptsomesubtlyill-typed programsput it will in-
sertsufcient dynamiccaststo guaranteahat speci cation vi-
olationsnever occur;they arealwaysdetectedeitherstatically
or dynamically

5. The outputof the hybrid type checkeris alwaysa well-typed
program(andso, for example,type-directedbptimizationsare
applicable).

6. If the sourceprogramis well-typed, then the insertedcasts
are guaranteedo succeedand so the sourceand compiled
programsarebehaiorally equivalent(or bisimilar).

Figure 2 containsa rough sketchof the relationshipbetween
hybrid type checkingand prior approache$or programchecking,
in termsof expressvenesgy-axis)andcoveraggx-axis).Dynamic
checkingis expressve but obtainslimited coverage Typechecking
obtainsfull coveragebut has somevhat limited expressveness.
In theory full programveri cation could provide full coverage
for expressve speci cations,but it is intractablefor all but small
programsMotivatedby the needfor moreexpressie speci cation
languagesthe continuumbetweertype checkingandfull program
veri cation is beingexploredby a rangeof researclprojects(see,
for example [37, 5, 23, 45]). Thegoalof this paperis to investigate
theinterior of thetrianglede ned by thesethreeextremes.



Our proposedspeci cationsextendtraditionalstatictypes,and
so we view hybrid type checkingas an extensionof traditional
statictype checking.In particular hybrid type checkingsupports
precisespeci cationswhile preservinga key bene t of statictype
systems;namely the ability to detectsimple, syntacticerrorsat
compiletime. Moreover, aswe shall see,for ary decidablestatic
type checkerS, it is possibleto develop a hybrid type checkerH
thatperformssomevhatbetterthansS in thefollowing sense:

1. H dynamicallydetectserrorsthatwould be missedby S, since
H supportsmore precisespeci cationsthanS and candetect
violationsof thesespeci cationsdynamically

2. H staticallydetectsall errorsthatwould bedetectedy S, since
H canstaticallyperformthe samereasonin@ss.

3. H actuallydetectsmoreerrorsstaticallythanS, sinceH sup-
portsmore precisespeci cations,and could reasonablydetect
someviolationsof theseprecisespeci cationsstatically

Thelastpropertyis perhapshemostsurprising;Section6 contains
aproofthatclari es this agument.

Hybrid type checkingmayfacilitiate the evolution andadoption
of advancedstatic analysesby allowing software engineersto
experimentwith sophisticatedspeci cation stratgies that cannot
(yet) beveri ed statically Suchexperimentsanthenmotivateand
direct static analysisresearchlin particular if a hybrid compiler
fails to decide(i.e., verify or refute) a subtypingquery it could
sendthat querybackto the compilerwriter. Similarly, if a hybrid-
typedprogramfails acompilerinsertedcasth'S B Ti v, thevaluev
is a witnessthat refutesan undecidedsubtypingquery, and such
witnessescould also be sentback to the compiler writer. This
informationwould provide concreteandquanti ablemotivationfor
subsequeritmprovementsn the compilers analysis.

Indeedjustlike differentcompilersfor the samelanguagenay
yield objectcodeof differentquality, we might imaginea variety
of hybridtypecheckerswith differenttrade-ofs betweerstaticand

dynamicchecks(andbetweerstaticanddynamicerrormessages).

Fastinteractve hybrid compilersmight performonly limited static
analysisto detectobvious type errors,while productioncompilers
couldperformdeeperanalyseso detectmoredefectsstaticallyand
to generatémproved codewith fewer dynamicchecks.

Hybrid type checkingis inspired by prior work on soft typ-
ing [28, 42, 3, 15], but it extendssofttyping by rejectingmary ill-
typedprogramsin thespirit of statictypecheckersTheinteraction
betweerstatictyping anddynamiccheckshasalsobeenstudiedin
the context of type systemswith the type Dynamic[1, 38], andin
systemghat combinedynamiccheckswith dependantypes[35].
Hybrid type checkingextendstheseideasto supportmoreprecise
speci cations.

The generalapproachof hybrid type checkingappeargo be
applicableto a variety of programminglanguagesandto various
speci cation languagesin this paper we illustrate the key ideas
of hybrid type checkingfor a fairly expressie dependentype
systemthat is statically undecidable Speci cally, we work with
anextensionof the simply-typed -calculusthatsupportsarbitrary
re nementsof basetypes.

Thislanguagendtypesystemis describedn thefollowing sec-
tion. Section3 thenpresentsa hybrid type checkingalgorithmfor
this language Section4 illustratesthis algorithm on an example
program.Section5 veri es key correctnesgropertiesof our lan-
guageand compilation algorithm. Section6 performsa detailed
comparisorof the staticand hybrid approacheso type checking.
Section? discusseselatedwork, andSection8 describe®pportu-
nitiesfor futureresearch.

Figure 3: Syntax

S;ti= Terms:
X variable
c constant
X :S:t abstraction
(tt) application
RSB Ti't typecast
ST = Types:
x:S! T dependentunctiontype
fx:Bjtg re nementtype
B = Basetypes:
Int basetypeof integers
Bool basetypeof booleans
E = Environments:
; emptyervironment
E;x:T ernvironmentextension

2. Thelanguage "

This sectionintroducesa variant of the simply-typed -calculus
extendedwith castsandwith precise(andhenceundecidableye-
nement types.We referto thislanguageas " .

2.1 Syntaxof "

Thesyntaxof H is summarizedn Figure 3. Termsinclude vari-
ables constantsfunctions,applicationsandcasts Thecast hS B
Ti t dynamicallycheckshattheresultoft is of typeT (in aman-
ner similar to coerciong38], contractg13, 14], andto type casts
in languagesuchasJava[20]). For technicalreasonsthe castalso
includesthat statictype S of thetermt. Type castsareannotated
with associatedabels| 2 Label which areusedto maprun-time
errorsbackto locationsin the sourceprogram.Applicationsare
alsoannotatedvith labels, for similarreasonsFor clarity, we omit
thesdabelswhenthey areirrelevant.

The " typelanguagdncludesdependenfunctiontypes[10],
for which we usethe syntaxx : S | T of Cayenne[4] (in
preferenceto the equivalentsyntax x : S: T). Here, S is the
domaintype of thefunctionandtheformal parametex mayoccur
in the rangetype T. We omit x if it doesnot occurfreein T,
yielding thestandardunctiontypesyntaxS ! T.

We useB torangeoverbasetypeswhichincludesatleastBool
andint . As in mary languagesthesebasetypesarefairly coarse
and cannot,for example,denoteinteger subrangesTo overcome
this limitation, we introducebasere nementtypesof theform

fx:Bjtg

Here,thevariablex (of typeB) canoccurwithin thebooleanterm
or predicatet. Thisre nementtypedenoteghesetof constantg of
typeB thatsatisfythis predicatej.e., for whichthetermt[x := c]
evaluatego true. Thus,f x : B j tg denotesa subtypeof B, andwe
useabasetype B asanabbreviationfor thetrivial re nementtype
fx:Bjtrue g.

Ourre nementtypesareinspiredby priorwork ondecidablee-
nementtypesystemg29,17,11,45, 44, 35]. However, ourre ne-
menttypessupportarbitrary predicatesandthis expressve power
causegype checkingto becomeundecidable For example, sub-
typing betweentwo re nementtypesfx : B jtig andfx : B jtzg



reducedo checkingimplication betweerthe correspondingredi-
cateswhich is clearly undecidableThesedecidabilitydif culties
arecircumwentedby our hybridtype checkingalgorithm,whichwe
describen Section3.

Thetype of eachconstantis de ned by the following function
ty : Constant  Type andthesetConstants implicitly de ned as
thedomainof this mapping.

true : fb:Booljbg
false : fb:Booljnot by

, b:Bool! bp:Bool! fb:Booljb, (b, h)g
not : b:Bool ! fk’:Booljb, not by

n:fm:Int jm = ng

+ :n:nt ! m:int ! fz:Int jz=n+ mg
+n :m:int ! fz:Int jz=n+ mg

= :n:lnt ! m:int ! fb:Booljb, (n= m)g

if+ :Bool! T! T! T
fix + :(T! T)!' T

A basicconstanis aconstantvhosetypeis abasere nementtype.
Eachbasicconstanis assignedsingletortypethatdenotegxactly
that constant.For example,the type of aninteger n denotesthe
singletonsetf ng.

A primitive functionis a constantof function type. For clarity,
we usein x syntaxfor applicationsof someprimitive functions
(eg., +,=,, ). Thetypesfor primitive functionsarequiteprecise.
For example thetypefor the primitive function+:

n:int ' m:int ! fz:Int jz=n+ mg
exactly speci esthatthis function performsaddition. Thatis, the
termn + m hasthetypefz :Int jz = n + mg denotingthe
singletonsetf n + mg. Note that eventhoughthe type of “+ " is
de ned in termsof “+” itself, this doesnot causeary problems
in our technicaldevelopment,since the semanticof re nement
predicatess de nedin termsof the operationakemantics.

The constantfix t is the xpoint constructorof type T, and
enableghede nition of recursie functions.For example,the fac-
torial functioncanbede ned as:

fiX nt1 it
f:(Int ! Int): n:int:
ife (Nn=01( (f(n 1))

Re nementtypescanexpressmary precisespeci cations,such
as:

Unit .
fy:Reflnt jx 6 yg! Bool.

- printDigi t : fx:Int jO x~x 9g!

- swap : x:Refint !
- binarySearch : fa:Array jsorted ag! Int ! Bool.

Here, we assumethat Unit , Array , and Reflnt are additional
basetypes,andthe primitive functionsorted : Array ! Bool
identi es sortedarrays.

2.2 Operational Semanticsof

We next describethe run-time behavior of " terms, since the
semanticof thetypelanguagedepend®n the semanticof terms.
Therelations ! t performsa single evaluationstep,andthe
relation ! isthere exive-transitve closureof !

As shawn in Figure 4, the rule [E- ] performsstandard -
reduction of function applications.The rule [E-Prim] evaluates
applicationsof primitive functions. This rule is de ned in terms
of the partialfunction:

[1 :Constant Term! , Term

Figure4: Evaluation Rules
T 1

Evaluation s !t

(x:S:t)s ! t[x := 3] [E- ]

ct ! [cl(t) [E-PrIM]

hx:S1! S2)B (x:Ty! le)i' t [E-CAST-F]
X :Ti:hS; B '.I'zi' (t (AT B S1i' X))

hfx:BjsgB fx:Bjtgic ! c [E-CAsT-C]
iftx:=¢c] ! true

Cls] ! C[t] ifs ! t [E-ComPaT]

Contts

C = j tjt jhSBTi

which de nesthe semantic®f primitive functions.For example:

[not](true) = false
[+113) = +3
[+s](4) = 7
[not](3) = wunde ned
[if +J(true) = x :T:y :T:x
[if r](false ) = x:T:y Ty
[fix (1) = t (fix v 1)

The operationabemantic®f castds alittle morecomplicated.
As describedby the rule [E-CasT-F], castinga term t of type
x:S1 ! Sy toafunctiontypex:Ty ! T, yieldsanew function

X 1T1:hS B Tai' (t (HT1 B Sii' X))

This function is of the desiredtypex : T1 ! T, ; it takesan
amgumentx of type T1, castsit to a value of type S, which is
passedo theoriginalfunctiont, andtheresultof thatapplicationis
thencastto the desiredresulttype T» . Thus,higherordercastsare
performedhlazyfashion-thenew castS,; B T,i' andhl,B S;i'
are performedat every applicationof the resultingfunction, in a
mannerreminiscenof higherordercontractg14]. If eitherof the
two new castsfail, their labell thenassignghe blamebackto the
originalcasth(x:S1 ! S;)B (x:T1 ! To)i'.

The rule [E-CasT2] dealswith castinga basicconstantc to a
basere nementtypef x : B jtg. Thisrule checkshatthe predicate
t holdsonc, i.e, thatt[x := c] evaluategotrue .

Notethatthesecastsnvolve only tag checks predicatechecks,
andcreatingcheckingwrapperdfor functions.Thus,our approach
adherego the principle of phaseseparatiorf9], in thatthereis no
type checkingof actualprogramsyntaxatruntime.

2.3 The " Type System

We next describethe (undecidable) " type systenmvia thecollec-
tion of typejudgmentsandrulesshownn in Figure5. The judgment
E ° t : T checkshatthetermt hastypeT in ervironmentE ; the
judgmentE ° T checksthatT is a well-formedtypein environ-
mentE ; andthejudgmentE = S <: T checkshatS is a subtype
of T in ervironmentE .



Figure5: Type Rules

Typerules E t:T
x:T)2E
T (T-vag]
E ¢ 0 [T-ConsT]
E*S E;x:S t:T T-FUN]
E™ (x:Sit): (x:S! T) [T-
E t1:(x:S! T) E t:S
E° t1to T[X = tz] [T-APP]
E t:S E°T
E-mSBTit. T [T-Cast]
E t:S E S<:T E-T
E T [T-Sus]
Well-formedtypes
E*S E;:x:S° T
E~ xS T [WT-ARROW]
E:x:B "t : Bool
E- fx:Bjtg [WT-BASE]
Subtyping
E " T:.<:$ E;X:T1‘52<:T2
E Sl S) < Tl T2) [S-ARRoW]
E;x:B s) t [S-Bast]
E  fx:Bjsg<:fx:Bjtg
Implication E s) t

8 :(EE and (s)! true implies (t)! true)
E s) t

[ImP]

ConsistentSubstitutions

o [CS-EMPTY]

ot T (x:=tEF
Xx:T,EF (x:=¢t )

[CS-ExT]

Therulesde ning thesegudgmentsare mostly straightforward.
The rule [T-Apr] for applicationsdiffers someavhatfrom the rule
presentedn the introductionbecausét supportsdependenfunc-
tion types,and becausehe subtypingrelationis factoredout into
the separatesubsumptiorrule [T-Sus]. We assumethat variables
areboundat mostoncein anervironment.As customarywe apply
implicit -renamingf boundvariablego maintainthisassumption
andto ensuresubstitutionsarecapture-goiding.

Thenovel aspect®f this systemarisefrom its supportof re ne-
menttypes.Recallthatatypefx : B jtg denoteshe setof con-
stantsc of type B for whicht[x := c] evaluatedo true . We use
two auxiliary judgmentsto expressthe correctsubtypingrelation
betweerre nementtypes.Theimplicationjudgmente * t;) t»
holdsif whene/erthetermt; evaluategotrue thent, alsoevalu-
atesto true . Thisrelationis de ned in termsof substitutionghat
areconsistentvith E . Speci cally, a substitution (from variables
to terms)is consistenwith the ervironmentE if (x) is of type
E (x) for eachx 2 dom(E). Finally, therule [S-Basg] stateghat
the subtypingjudgmentE * fx:B jtig <: fx:B jt.g holdsif

E;x:B " t1) t2
meaningthat every constantof type fx : B jtig also hastype
fx:Bjtzg.
As anexample,the subtypingrelation:

; CfxiInt jx > 0g<:fx:Int jx Og
follows from thevalidity of theimplication:
X:ilnt * (x>0)) (x 0

Of course,checkingimplication betweenarbitrary predicatesis
undecidableywhich motivatesthe developmentof the hybrid type
checkingalgorithmin thefollowing section.

3. Hybrid Type Checkingfor "

We now describehow to perform hybrid type checkingfor the
language " . We believe this generalapproachextendsto other
languagesvith similarly expressve typesystems.

Hybrid type checkingrelieson analgorithmfor consenatively
approximatingmplicationbetweerpredicatesWe assumehat for
ary conjecturedmplicationE * s) t, thisalgorithmreturnsone
of threepossibleresults which we denoteasfollows:

p
ThejudgmentE
thatE * s) ft.

ThejudgmentE "~
thatE 6's) t.

ThejudgmentE ", s) t meanshealgorithmterminates

dueto a timeout without either discovering a proof of either

E s) torE6s) t.

We lift this 3-vaIHedaIgorithmicimplicationjudgmentE " 2
s) t(wherea2 f" ; ;7?g)toa3-valuedalgorithmicsubtyping
judgment:

g S) tmeanshealgorithm nds aproof

g S) tmeanghealgorithm nds aproof

E 3 S<:T
asshown in Figure 6. The subtypingjudgmentbetweenbasere-
nement typesreduceso a correspondingmplication judgment,
via therule [SA-Basg]. Subtypingbetweerfunctiontypesreduces
to subtypingbetweercorrespondingontrazariantdomainandco-
variantrangetypes,via the rule [SA-ArRrow]. This rule usesthe
following conjunctionoperation betweerthree-aluedresults:

; ?
PP

20 ?°?




Figure 6: Compilation Rules

Compilationof terms E s! t:T

x:T)2E

E x! x T [C-VAR]

E~cl ¢ o0 [C-ConsT]
E"S! T
E;x:T s) t:T° [C-Fun]
E  (x:S:s)) (x:T:t):(x:T! T9
E si ) tp:(x:T! T9
E s2) L#T
C-A
E-(sis2) ! (tate) @ Tx = t2] [C-APF]
E" S ) T E" S T
E s) t# T [C-CasT]
E NWS:BSi's!] MiBTi't: T,
Compilationandchecking E s)] t# T
E" ! t:S E‘p S T
s ) : <:
ey foco
E s) t:S
E 7y S<:T
E s WBTItAT [CC-Crk
Compilationof types E"S! T
E° S ,! T E;X:Tl‘ S, ,! T,
E oS! )1 (KTl To) [C-ArRow]
E;x:B s ) t:fy:Booljt%

E  fx:Bjsg! fx:Bjtg [C-Base]
SubtypingAlgorithm
E'Qg Ti<:St  Ex:Ti gy S2<: T

azb c [SA-ARROW]
E 3 (X:S1! S2)<:(x:T1! Ta)
. . ~a p. .O
E;X:B §g S) t a2f ; ;2 [SA-Base]

E 3 fx:Bjsg<:fx:Bjtg

ImplicationAlgorithm

separatalgorithm

If the appropriatesubtyping relation holds for cerBiin between
the domainand rangecomponentgi.e, b = ¢ = "), thenthe
subtypingrelationholdsbetweerthe functiontypes(i.e, a = " ).

If the appropriatesubtypingrelationdoesnot hold betweenreither
the correspondinglomain or rangecomponentgi.e, b = or

¢ = ), thenthe subtypingrelation doesnot hold betweenthe
function types (i.e, a = ). Otherwise,in the uncertaincase,
subtypingmayhold betweerthefunctiontypes(i.e., a = ?). Thus,
like the implication algorithm, the subtypingalgorithm may not
returnade nite answeiin all cases.

Hybrid type checking usesthis subtypingalgorithm to type
checkthe sourceprogram,andto simultaneouslyinsertdynamic
caststo compensatdor ary inde nite answersreturnedby the
subtypingalgorithm.We characterizehis procesof simultaneous
type checkingandcastinsertionvia the compilationjudgment

E s} t:T

Here,the ervironmentE providesbindingsfor free variabless is
the original sourceprogramp is amodi ed versionof the original
programwith additionalcastsandT istheinferredtypefor t. Since
typescontainterms we extendthiscompilationprocesgo typesvia
thejudgmentE © S | T. Someof thecompilationrulesrely on
theauxiliary compilationandcheding judgment

t# T

This judgmenttakesasinput an ervironmentE, a sourceterms,
andadesiredresulttype T, andcheckghats compilesto atermof
this resulttype. Thelabel | is usedto appropriatelyannotatecasts
insertedby this compilationandcheckingprocess.

Therulesde ning thesgudgmentsareshownn in Figure6. Most
of therulesarestraightforwardThe rules[C-VAR] and[C-ConsT]
saythatvariablereferencegndconstantslo not requireadditional
casts.Therule [C-Fun] compilesanabstractionx : S:t by com-
piling the type S to S® andcompilingt to t° of type T, andthen
yielding the compiledabstractionx : S%t° of typex : S°! T.
Therule [C-APp] for anapplications; s, compiless; to atermt;
of functiontypex : T ! T°, andusesthe compilationandcheck-
ing judgmentto ensurethatthe amumentterms; compilesinto a
term of the appropriateargumenttype T. Therule [C-CasT] for a
casthS; B S;i s compilesthetwotypesS: andS; into T, andT,
respectiely, andthenuseshe compilationandcheckingiudgment
to ensurethats compilesto atermt of typeexpectedtypeT.

Thetwo rulesde ning the compilationand checkingjudgment
E " s ! u # T demonstratghe key idea of hybrid type
checking.Both rulesstartby compilings to atermt of sometype
S. Thecrucial questionis thenwhetherthistype S is a subtypeof
theexpecttypeT:

E s

If the subtypingalgprithmsucceed#n proving thatS is a sub-
typeof T (i.e, E ", S <:T),thent isclearlyof thedesired

type T, andsotherule [CC-Ok] returnst asthe compiledform
of s.

If the subtypingalgorithmcanshow that S is not a subtypeof
T (.e, E" alg S <:T), thenthe programis rejectedsinceno
compilationrule is applicable.

Otherwise,in the uncertaincasewhereE ;,g S<: T, the
rule [CC-CHK] insertsthe type casthS B Ti' to dynamically
ensurethatvaluesreturnecby t areactuallyof thedesiredtype
T.

Theserulesfor compilationandcheckingillustratethe key bene t
of hybrid typechecking- speci ¢ staticanalysigrobleminstances
(suchask * S <: T) thatareundecidabler computationallyin-
tractablecanbe avoidedin a convenientmannersimply by insert-



ing appropriatedynamicchecks.Of course,we shouldnot abuse
this facility, andsoideally the subtypingalgorithmshouldyield a
preciseanswerin mostcasesHowever, thecritical contritution of
hybrid type checkingis thatit avoidsthe very strict requiremenbf
demandinga preciseanswerfor all (arbitrarily complicated)sub-
typing questions.

Compilationof typesis straightforward.The rule [C-ArRROW]
compilesa dependenfunctiontypex : S ! T by recursvely
compiling thetypesS andT (in appropriatesrvironments)to S°
andT? respectiely, andthenyielding the compiledfunctiontype
x:S%!1 TO Therule [C-BasE] compilesa basere nementtype
fx : B jtg by compilingthetermt to t° (whosetype shouldbe a
subtypeof Bool), andthenyielding the compiledbasere nement
typefx:B jt%.

Notethatcheckingthatatypeis well-formedis actuallyacom-
pilation processthat returns a well-formed type (possibly with
addedcasts).Thus,we only performcompilationof typeswhere
necessaryat -abstractionsand castswhenwe encounter(possi-
bly ill-formed) typesin the sourceprogram.n particulayr thecom-
pilation rulesdo not explicitly checkthatthe ervironmentis well-
formed,sincethatwould involve repeatedlycompiling all typesin
that ervironment.Instead,the compilationrules assumethat the
ervironmentis well-formed;this assumptionis explicit in the cor
rectnesgheoremdaterin the paper

4. An Example

To illustrate the behavior of the hybrid compilation algorithm,
considera function serializeM atr ix thatserializesann by m
matrix into anarrayof sizen  m. We extendthe language "

with two additionalbasetypes:

Array , thetypeof onedimensionahrrayscontainingintegers.

Matrix ,thetypeof two dimensionamatricesagaincontaining
integers.

Thefollowing primitive functionsreturnthesizeof anarray;create
anew arrayof the givensize;andreturnthe width andheightof a
matrix, respectiely:

asize : a:Array ! Int
newArray n:Int ! fa:Array jasize a= ng
matrixWid th a:Matrix ! Int

matrixHeig ht a:Matrix ! Int

We introducethe following type abbreviationsto denotearraysof
sizen andmatricesof sizen by m:

Array wf fa:Array j(asize a= n)g

. def . A matrixWidt h a= n
Matrix nm = fa:Matrix j A matrixHeig ht a= m

Theshorthand as' T ensureshatthetermt hastypeT by passing
t asanargumentto theidentity functionof typeT ! T:

tas T € ((x :T:x) 1)’

We now de ne thefunctionserializeMa tr ix as:

n:int: m:Int: a:Matrix nm : as' T
let r = newArrayein :::;r
Theelidedterm:: : initializesthe new arrayr with the contentsof
thematrix a, andwe will considerseveralpossibilitiesfor the size
expressiore. ThetypeT isthespeci cationof serialize Mari x:

def

T = (n:Int ! m:Int | Matrix nm ! Array, )

For this declaratiorto type check,theinferredtype Array . of
thefunction's body mustbea subtypeof the declaredreturntype:

n:int; m:Int ° Array, <:Array,

Checkingthis subtyperelationreducego checkingtheimplication:

n:int; m:Int; a:Array ° (asize a= e)

) (asize a= (n m))
whichin turnreducego checkingthe equality:
8nnm2iInt: e=n m

Theimplication checkingalgorithm might usean automatictheo-
remprover (e.g., [12, 6]) to verify or refutesuchconjecturecequal-
ities.
We now considetthreepossibilitiesfor the expressiore.
1. If eistheexpressiomn m, the equalityis trivially true,and
the programcompileswithout ary additionalcasts.

2.1f eism n (i.e, the orderof the multiplicandsis reversed),
andtheunderlyingtheoremprover canverify

8nnm2iInt:m n=n m

thenagainno castsare necessaryNote that a theoremprover
thatis notcompletefor arbitrarymultiplicationsmightstill have
aspeci ¢ axiomaboutthe commutatity of multiplication.

If the theoremprover is too limited to verify this equality the
hybrid type checkerwill still acceptthis program However, to
compensatéor thelimitationsof thetheorenyprover, thehybrid
typecheckewill insertaredundantast,yielding thecompiled
function (wheredue to spaceconstraintswe have elided the
sourcetypeof the cast):

n:int: m:int: a:Matrix nm :

|
. as T
let r = newArrayein :::;r

h BTi
Thistermcanbeoptimized,via [E- ] and[E-CasT-F] stepsand
via removal of clearlyredundanhint B Int i caststo:

n:int: m:int: a:Matrix nm :

let r = newArray (m n)in
il
i

Mrray ., |, B Array r

m

The remaining cast checksthat the result value r is of the
declaredeturntypeArray , ., ,whichreducego dynamically
checkingthatthe predicate:

asizer = n m
evaluatedo true , whichit does.

3. Finally, if eis erroneouslyn  m, thefunctionisill-typed. By
performing randomor directed[18] testingof several values
for n andm until it nds a counter@ample thetheoremprover
mightreasonablyefutethe conjecturecequality:

8nNm2Int:m m=n m

In this casethe hybridtype checkereportsa statictype error

Corversely if the theoremprover is too limited to refute the
conjecturecequality thenthe hybrid typecheckemill produce
(afteroptimization)the compiledprogram:

n:int: m:int: a:Matrix nm :
let r = newArray (m m)in
bArray ., B Array . i'r

If this functionis ever called with algumentsfor which m
m 6 n m,thenthecastwill detectthetypeerror Moreover,



Figure 7: Well-formed Environments
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the castlabel | will identify the as' constructin the original
programasthe locationof this type error, thusindicatingthat
theoriginal de nition of serialize Matrix did not satisfyits
speci cation.

Note that prior work on practicaldependentypes[45] could
not handleary of thesecasessincethe type T usesnon-linear
arithmeticexpressionsln contrastcase? of this exampledemon-
stratesghatevenfairly partialtechniquegor reasoningaboutcom-
plex speci cations(e.g., commutatvity of multiplication, random
testingof equalities)canfacilitate staticdetectionof defects.Fur
thermore,even though catchingerrors at compile time is ideal,
catchingerrorsatruntime (asin case3) is still clearlyanimprove-
mentover not detectingtheseerrorsat all, andgettingsubsequent
crashe®r incorrectresults.

5. Correctness

We now studywhatcorrectnespropertieaareguaranteedy hybrid
type checking,startingwith the type system,which providesthe
speci cationfor our hybrid compilationalgorithm.

5.1 Correctnesofthe Type System

As usual, a term is consideredto be in normal form if it does
not reduceto ary subsequenterm, and a valuev is eithera -

abstractioror aconstantWWe assumehatthefunctionty mapseach
constanto anappropriatdype,in thefollowing sense:

AssumMPTION 1 (Typesof Constants)For eacdh ¢ 2 Constant:

c hasa well-formedtype,i.e.; ~ ty(c).
If ¢ is a primitive function then it cannot get studk and its
operational behavioris compatiblewith its type,i.e.

=if E " cv : T then[c](v) is de ned

«if E " ct : T and[c](t) isde nedthenE "~ [c](t) : T.
If ¢ is a basicconstanthenit is a memberof its type,which is
a singletontype,i.e.

=ifty(c) = fx:Bjtgthent[x .= ¢c] ! true

= if ty(c) = fx:B jtgthen8c®2 Constant

tix:=cq ! true impliesc= c°

Thetypesystensatis esthefollowing typepreserationor sub-
ject reductionproperty[43]. This theoremincludesa requirement
thatthe ervironmentE is well-formed (" E), a notionthatis de-

ned in Figure7. Notethatthetyperulesdo notreferto thisjudg-
mentdirectly in orderto yield a closercorrespondencwith the
compilationrules.

THEOREM 2 (Preseration).

If* EandE " s: Tands ! tthenE "t : T.

PrROOF: By inductiononthetyping derivationE * s : T, based
ontheusualsubstitutionlemma.

The type systemalso satis es the progressproperty with the
caveatthattype castsmayfail. A failed castis onethat either (1)
castsa basic constantto a function type, (2) castsa function to
a basere nementtype, or (3) castsa constantto anincompatible
re nementtype (i.e., onewith adifferentbasetypeoranincompat-
ible predicate)

DEerINITION 3 (Failed Casts).A failed castis oneof:

1. hfx:BjsgB (x:T1! To)i'v.

2.h(x:Ty! T2)Bfx:Bjsgi'v.

3. hfx:B1jtigB fx:B2jt2gi' cunlessB; = B, and
to[x:=¢] ! true

THEOREM 4 (Progress).
Everywell-typed closednormalformis eithera valueor contains
afailed cast.

ProOOF: By induction of the derivation shaving that the normal
formis well-typed.

5.2 Type Corr ectnesof Compilation

Sincehybrid type checkingrelieson necessarilyncompletealgo-
rithmsfor subtypingandimplication,we next investigatevhatcor
rectnespropertieaareguaranteedy this compilationprocess.
We assumethe 3-valued algorithm for checkingimplication
betweerbooleartermsis soundin thefollowing sense:

AssSUMPTION 5 (SoundnessfE "5, s) t). Supposé E.

p
LIFE
2.FE ",

s) tthenE * s) t.
s) tthenE 6's) t.

9
9

Note thatthis algorithmdoesnot needto be complete(indeed,
anextremelynaive algorithmcouldsimplyreturng * ;,g s<:tin
all cases)A consequeceof thesoundnessf theimplicationalgo-
rithm is thatthe algorithmicsubtypingjudgmentE * ,, S<: T
is alsosound.

9

LEMMA 6 (SoundnesefE "5, S <:T). Suppose E.

p
1IfE 44 S<:TthenE " S<:T.
2.IfE "4y S<:TthenE 6'S<:T.

PrROOF: By inductionon derivationsusingAssumptionb.

Becasuelgorithmicsubtypinds sound thehybrid compilation
algorithmgeneratesnly well-typedprograms:

LEMMA 7 (CompilationSoundness)Supposé E.

1L.IFE t ) t°: TthenE " t°: T.
22fFE-t ) t°# TandE " TthenE " t%: T.
3.fE> T ) T%henE " TC

PrROOF: By inductionon compilationderivations.

Sincethe generateccodeis well-typed, standardype-directed
compilationand optimizationtechniqueg39, 31] are applicable.
Furthermorethegeneratedodeincludesall thetypespeci cations
presentn the original program,andso by the Preseration Theo-
rem thesespeci cationswill never be violated at run time. Any
attemptto violate a speci cationis detectedvia a combinationof
staticchecking(wherepossible)anddynamicchecking(only when
necessary).
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5.3 Bisimulation

In this sectionwe prove that compilation does not changethe
meaningof well-typedprogramssothatthe originalandcompiled
programsarebehaiorally equivalent,or bisimilar.

As a rst steptowardsde ning this bisimulationrelation, the
castinsertionrelation' shawn in Figure 8 characterizesome
aspectsof the relationshipbetweensourceand compiled terms.
The rule [Ur-ADDCAsT] statesthat, if E S <: T, thenthe
casthS B Ti is redundantandary termt is consideredo be
' -equialentto hS B Ti t. Note that this rule requiresthat we
trackthe currentervironment.The remainingrulesimplementthe
re exive-transitve-compatibleclosure of this rule, updatingthe
currentervironmentasappropriateThe rule [Up-ETA] alsoallows
for -expansion,which is in part performedby the evaluation
rule [E-CasT-Fn] for functioncasts.

As atechnicakequirementye assumehatapplicationof prim-
itive functionspreseres' -equivalence:

AsSsSUMPTION 8 (ConstanBisimulation). For all primitive func-
tionsc,if s ' tthen[c](s) ' [c](t).

ThedesiredbisimulationrelationR is thenobtainedoy strength-
eningthecastinsertionrelationwith theadditionalrequirementhat
boththeoriginal programandcompiledprogramsarewell-typed:

R=f(s;t)js' tand9S:; "~ s:Sand9T:; "t : Tg

ThisrelationR is abisimulationrelation,i.e, if R(s;t) holdsthen
s andt exhibit equivalentbehavior.

LEMMA 9 (Bisimulation). Supposér(s;t).

1.1fs | s°then9t’suchthatt ! t°andR(s%t9.
2.1t 1 t°then9s’suchthats ! sPandR(s%t9.

PrROOF: By inductiononthe castinsertionderivation.

Finally, we prove thatthe compilationE *~ s | t : T of
awell-typedprograms yields a bisimilar programt. Proving this
propertyrequiresaninductive hypothesishatalsocharacterizethe
compilationrelationsE * s ! t# TandE "~ S| T.

LEMMA 10 (Compilationis Upcasting).Supposé E.

1.fE s:SandE " s ! t: TthenE ° T <:Sand
E s' t.
2.fE " s:SandE " s ! t# TandE ° S<:Tthen
E > s' t.

3.fE” SandE " S ! TthenE ™ S=T.

PrROOF: By inductionon compilationderivations.

It followsthatcompilationdoesnotchangehebehavior of well-
typedprograms.
LEMMA 11 (Correctnessf Compilation).Suppose ~ s : S
and; s ) t:T.

1.1fs | s%then9t’sucthatt !
2.1ft !  t%hen9s’suchthats !

t%ands® ' 0
slands® ' t°

PrROOF: By Lemmal0,s ' t.Also,t iswell-typedby Lemma?,
ands is alsowell-typed,soR(s; t). The rst casethenfollows by
inductionon the lengthof the reductionsequences !  s% The
basecaseclearly holds.For theinductivecasejf s | s°thenby
Lemma9 9t°suchthatt ! t%ands®' t% Furthermoreby the
PreserationTheorems®andt®arewell-typed,andsoR(s;t). The
secondcaseis similar.

From part 3 of Lemmal0, compilationof a well-formedtype
yieldsanequialenttype.lt follows via a straightforwardnduction
that the compilation algorithm is guaranteedo acceptall well-
typedprograms.

LEMMA 12 (CompilationCompleteness)Suppose E.

1.fE " s : Sthen9t; T suchthatE ~ s | t: T.

2.1fE " s : SandE ° S<:T then9t sudhthatE = s |}
t#T.

3.IfE ° Sthen9T sudthatE ~ S | T.

PROOF: By inductionontyping derivations.

6. Static Checkingvs.Hybrid Checking

Giventheprovenbene tsof traditional,purely-statidypesystems,
animportantquestiorthatarisess how hybridtypecheckerselate
to corventionalstatictypecheckers.

To studythis question,we assumehe statictype checkertar
getsarestrictedsubsepf ™ for which type checkingis statically
decidable Speci cally, we assumehereexistsasubseD of Term
suchthatfor all t1;t> 2 D andfor all environmentsE (containing



only D-terms),thejudgmentE * t; ) t2 is decidableWe intro-
ducethelanguage ° thatis obtainedfrom ™ by only permitting
D-termsin re nementtypes.
As anextreme,we couldtakeD = ftrue g, in which casethe
S typelanguagds essentially:

T:=BjT! T

However, to yield a more generalagument,we assumeonly that
D is a subsetof Termfor which implication is decidablelt then
follows thatsubtypingandtype checkingfor S arealsodecidable,
andwe denotethis type checkingjudgmentasg ~ St : T.
Clearly, the hybrid implication algorithm can give precisean-
swerson (decidable)D-terms, and so we assumethat for all
t1;t2 2 D andfor all ewironmentf_,thejudgmentE T oy 1)
t> holdsforsomea 2 f~ ; g . Underthisassumptionhybridtype
checkingbehavesidenticallyto statictype checkingon (well-typed
orill-typed) S programs.
THEOREM 13. For all S termst, ° ervironmentsE, and S
typesT, thefollowing threestatementare equivalent:

1.E St:T
22E t: T
Et) t:T

ProoF: Thehybridimplicationalgorithmis completeonD -terms,
andhencethehybrid subtypingalgorithmis completefor S types.
Theproofthenfollows by inductionon typing derivations.

Thus,toa S programmera hybrid type checkebehaesexactly
like atraditionalstatictype checker

We now comparestatic and hybrid type checkingfrom the
perspeciie of a " programmerTo enablethis comparisonwe
needto mapexpressie " typesintothemorerestrictve S types,
andin particularto maparbitrarybooleantermsinto D -terms.We
assumehe computabldunction

:Term! D

performsthis mapping.The function erasethenmaps " re ne-

menttypesto S re nementtypesby using to abstractoolean
terms:

erasd x:Bjtg = fx:Bj (t)g

We extenderasein a compatiblemannerto map H types,terms,
andervironmentsto corresponding S types,terms,andenviron-
mentsThus,forary " programP, thisfunctionyieldsthecorre-
sponding ° programerasgP).

As mightbeexpectedtheerasefunctionmustloseinformation,
with theconsequencthatfor any computablanapping thereex-
istssomeprogramP suchthathybridtypecheckingof P performs
betterthan statictype checkingof erasé€P). In otherwords, be-
causehehybridtypecheckersupportanoreprecisespeci cations,
it performsbetterthana traditionalstatictype checkerwhich nec-
essarilymustwork with lessprecisebut decidablespeci cations.

THEOREM 14. For anycomputablenapping either:

1. the statictype cheder rejectsthe erasedversionof somewell-
typed " program,or

2. the static type cheder acceptsthe erasedversionof someill-
typed ™ program for which the hybrid type cheder would
staticallydetecttheerror.

PrRoOOF: Let E betheervironmentx : Int .
By reductionfrom the halting problem thejudgmentE ~ t)
false for arbitrarybooleantermst is undecidableHowever, the

implicationjudgmentE ~ (t) ) (false ) is decidableHence
thesetwo judgmentsarenotequialent,i.e.:

ftj(E t) false )g 6 ftj(E" (1)) (false ))g

It follows thattheremustexists somewitnessw thatis in one of
thesesetsbut not the other andso oneof the following two cases
musthold.

1. Suppose:
E " w) false
E6 (w)) (false)
We constructasa counterexamplethe programPy :
P1 = x :fx:Int jwg:(x asfx:Int jfalse g)

FromtheassumptiorE = w) false thesubtypingiudgment
;  fx:Int jwg<:fx:Int jfalse g

holds.Hence P is well-typed,andby Lemmal2 acceptedy
the hybrid typechecker

;0 P1ofxiInt jwg! fx:Int jfalse g

However, from the assumptiorE 6™ (w) ) (false ) the
erasedrersionof the subtypingjudgmentdoesnot hold:

; 6erasdfx:Int jwg) <: eraséfx:Int jfalse g)

HenceerasgP,) is ill-typed and rejectedby the static type
checker

8T: ; 65erasdPy) : T
2. Corversely suppose:

E 6’'w) false
E" (w)) (false)

Fromthe rst suppositiorandby the de nition of theimplica-
tion judgmentthereexistsintegersn andm suchthat

1 m

w([x = n] true

We now construciasacounterexamplethe prograsz:
Pz =

In the programP», thetermn = m hasno semantianeaning
sinceit is conjoinedwith false . The purposeof thistermis to
seneonly asa“hint” tothefollowing rule for refutingimplica-
tions (which we assumas includedin thereasoningperformed
by theimplication algorithm).In this rule, the integersa andb
sene ashints,andtakethe placeof randomlygeneratedialues
for testingif t ever evaluatego true .

x :fx:Int jwg:(xasfx:Int jfalse * (n= m)g)

tix:=a] ! Ptrue
E 4 t) (false ~a=bh
Thisrule enablegheimplicationalgorithmto concludethat:
E- alg
Hence the subtypingalgorithmcanconclude:

w) false * (n=m)

Tag fX:Int jwg <:fx:int jfalse ~ (n= m)g

ThereforethehybridtypecheckerejectsP,, whichby Lemmal2
is thereforeill-typed.

8P;T: 6P2) P:T
We next considerhow the static type checkerbehareson the
program eras€P,). We considertwo cases,dependingon

whetherthefollowing implicationjudgementolds:
E " (false )) (false ~ (n= m))



(a) If thisjudgmentholdsthenby thetransitvity of implication
andtheassumptiorE ©= (w)) (false ) wehavethat:

E° (w)) (false »(n=m))
Hencethe subtypingjudgement
; fx:iInt j (w)g<:fx:Int j (false » (n = m))g

holdsandthe programeras€P>) is accepteddy the static
typechecker:

;  erasdPy) : fx:Int j (w)g!
fx:Int j (false ~ (n= m))g

(b) If the aborve judgmentdoesnot hold then consideras a
counterexamplethe programPs:

P; = x :fx:Int jfalse g:
(xasfx:Int jfalse ~ (n=m)g)

This programis well-typed,from the subtypeudgment:
;  fx:Int jfalse g <:fx:Int jfalse » (n= m)g

However, the erasedversionof this subtypejudgmentdoes
nothold:

; 6°  erasdfx:Int jfalse g)
<:erasdfx:Int jfalse ~(n=m)g)

Hence erasd P3) is rejectedby the statictype checker:
8T: ; 65erasdP3) : T

7. RelatedWork

Much prior work hasfocusedon dynamiccheckingof expressve
speci cations,or contracts[30, 14, 26, 19, 24, 27, 36, 25]. An en-
tire designphilosophy Contract OrientedDesign hasbeenbased
on dynamically-checke speci cations.Hybrid type checkingem-
bracesprecise speci cations, but extends prior purely-dynamic
techniguesto verify (or detectviolations of) expressve speci -
cationsstatically wherever possible.

The programminglanguagekEiffel [30] supportsa notion of
hybrid speci cationsby providing both statically-checkedlypesas
well asdynamically-checkd contractsHaving separatéstaticand
dynamic)speci cation languageds somavhat awkward, sinceit
requiresthe programmeto factor eachspeci cationinto its static
anddynamiccomponentsFurthermorethe factoringis too rigid,
sincethe speci cation needsto be manuallyrefactoredo exploit
improvementdn staticcheckingtechnology

Other authors have consideredpragmatic combinations of
both static and dynamic checking. Abadi, Cardelli, Pierce and
Plotkin [1] extendeda statictype systemwith atype Dynamicthat
couldbe explicitly castto andfrom ary othertype (with appropri-
aterun-time checks).Hengleincharacterizedhe completionpro-
cesf insertingthe necessargoercionsandpresentec rewriting
systenfor generatingninimal completiond22]. Thattedeveloped
a similar systemin which the necessarycastsare implicit [38].
Thesesystemsare intendedto supportloosertype speci cations.
In contrast,our work usessimilar, automatically-insertedaststo
supportmoreprecisetype speci cations. An interestingavenuefor
further explorationis the combinationof both approacheso sup-
port a large rangeof speci cations,from Dynamic at oneendto
precisehybrid-checkedpeci cationsatthe other

Researcton advancedtype systemshasin uenced our choice
of how to expressprograminvariants.In particular Freemarand
Pfenning[17] extendedVIL with anotheiform of re nementtypes.
They donotsupportarbitraryre nementpredicatessincetheir sys-
tem providesboth decidabletype checkingandtype inference Xi
andPfenninghave exploredthe practicalapplicationof dependent

typesin an extensionof ML called DependentML [45, 44]. De-
cidability of typecheckingis preseredby appropriatelyestricting
whichtermscanappeain types.Despitetheserestrictionsanum-
berof interestingexamplescanbeexpressedn DependenML.

In recentwork, Ou, Tan, MandelbaumandWalkerdevelopeda
type systemsimilar to oursthatcombinesdynamiccheckswith re-

nement anddependentypes[35]. They leveragedynamicchecks
to reducethe needfor precisetype annotationsn explicitly labeled
regionsof programsUnlike our approachtheir type systemis de-

cidable,sincethey do not supportarbitraryre nementpredicates.
Their systemcanalsohandlemutabledata.

The static checking tool ESC/J&a [16] checks expressive
JML speci cations[8, 26] usingthe Simplify automatictheorem
prover [12]. However, Simplify doesnot distinguishbetweerfail-
ing to prove atheoremand nding a counterexamplethatrefutes
thetheoremandso ESC/Jaa's error messagemay be causecki-
therby incorrectprogramsor by limitationsin its theoremprover.

Thelimitationsof purely-statiandpurely-dynami@approaches
have alsomotivatedotherwork on hybrid analysesFor example,
CCured[33] is a sophisticatechybrid analysisfor preventing the
ubiqutousarrayboundsviolationsin the C programmindanguage.
Unlike our proposedapproachit doesnot detecterrorsstatically-
insteadthestaticanalysiss usedto optimizetherun-timeanalysis.
Specializedhybrid analyse$iave beenproposedor otherproblems
aswell, suchasdataraceconditionchecking[41, 34, 2].

Prior work (e.g. [7]) introducedand studiedimplicit coercions
in typesystemsNotethattherearenoimplicit coercionsn the "
typesystemitself, but only in thecompilationalgorithm,andsowe
do not needa coherenceheoremfor ™, but insteadreasorabout
theconnectiorbetweerthetypesystemandcompilationalgorithm.

8. Conclusionsand Future Work

Precisespeci cationsare essentiafor modularsoftwaredevelop-
ment. Hybrid type checkingappeargo be a promisingapproach
for providing high coveragecheckingof precisespeci cations.This
paperexploreshybrid type checkingin theidealizedcontext of the

-calculus,andhighlightssomeof the key principlesandimplica-
tionsof hybrid type checking.

Many areasremainto be explored, suchas how hybrid type
checkinginteractswith the mary featuresof realistic program-
ming languagessuchas records,variants,recursve types,poly-
morphism,type operators side-efects, exceptions,objects, con-
curreng, etc. Our initial investigationssuggestghat hybrid type
checking can be extendedto supportthese additional features,
thoughwith somerestrictions.In animperatie context, we might
requirethatre nementpredicatedepure [45].

Anotherimportantareaof investigationis type inferencefor
hybrid type systems.A promising approachis to develop type
inferencealgorithmsthat infer mosttype annotationsandto use
occasionaldynamic checksto compensatdor limitations in the
typeinferencealgorithm.

In termsof softwaredeploymentanimportanttopicis recovery
methodsfor post-deploymentastfailures;transactionafoll-back
mechanismg21, 40] may be usefulin this regard. Hybrid type
checkingmay alsoallow precisetypesto be presered during the
compilationanddistribution processyia techniquesuchasproof-
carryingcode[32] andtypedassemblyanguagg31].
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A. Proofsfrom Subsection5.1
LEMMA 15 (Weakening).Suppose

E =EiE2

E%= E;;x:P;E,
Then:
1.FE°E ( ;x:= t)thenE =
2.1fE > s) tthenE® s) t.
3.fE° S<:TthenE® S<:T.

4.1fE " t: TthenE® t : T.
5.1fE " T thenE®" T.

PrROOF: By simultaneousnductionon typing derivations.

LEMMA 16 (Narrowving). Suppose
E;" P<:Q
E=E;x:QE2
E®= Ei;x:P;E;

Then:

1. fE°F thenE

2.1fE  s) tthenE® s) t.
3.IfE" S<:TthenE® S<:T.

4.1fE " t: TthenE® t : T.
5.1fE " T thenE®" T.

PrROOF: By simultaneousnductionon typing derivations.

LEMMA 17. Subtypings re exively-transitivelyclosed:

1.E T<:T.
2.fE " Ti<:TandE ™ T, <:TsthenE ~ T <:Ts.

PROOF: By inductionontypingderivations.

LEMMA 18 (Substitution).Suppose

E; s:S
= (x:=9)

E = E1;x:S;E2

E°= E;; E;
Then:
1. FE°E ( 1; 2)wherjEij = ijthen

EF (ux:= 1) 2).

2.1fE " t1) txthenE® t1) to.
3.IfE" Ti<:T2thenE®" Ty<: Ta.
4.1fE " TthenE®" T.

5.1fE > t: TthenE® t: T.

PrROOF: By simultaneousnductionon typing derivations.
LEMMA 19 (CanonicaForms).If = v : (x : Ty !
either

1.v= x :S:sand” T1 <:Sandx:S > s: T,,or
2. visaconstan@andty(c) isasubtypeofx:T1 ! To.

B. Proofsfrom Subsection5.2

C. Proofsfrom Subsection5.3
LEMMA 20 (UpCastSubstitution).
fFE:x:T s' sandE "~ t '
sx := t9.

t®thenE ° s[x :=

T,) then

t]

PROOF: By inductiononthederiationthats ' s°

LEMMA 21 (Inversionof the UpCastRelation).
If x :S:s' vthenv= x :T:tands' t.

PrROOF: By inductiononthederivation x :S:s ' v.

LEMMA 22 (Bisimilar Values).SupposeR(s;t) and s a value
Then9t®suchthatt ! t°andR(s;t% andt®avalue

PrROOF: By inductionons ' t. All casesare straightforward
exceptfor [Upr-ApDCAasT], for whichwe performa caseanalysison
thecastedype.

LEMMA 23. If © (E;x :
U™ S<:TandE ° s :
S[x = s]<:T[x:=t].

U)andE;x : U °
UandE * s

SandE;x :
' tthenE °

PROOF: By inductiononthe subtypingderiation.

RESTATEMENT OF LEMMA 9 (Bisimulation) SupposdR(s;t).
1.1fs | s°then9t’suchthatt ! t°andR(s%t9.
2.1t 1 t°then9s’suchthats ! sPandR(s%t9.

PrROOF: The proof of part1 is by induction on derivation that
s' t.

[UpP-RerL] This caseclearlyholds.

[UP-TRANSY Supposes ' tvias ' wuandu ' t.By

induction9u®suchthatu ! u®ands® ' u® Therefore(b
an additionalinduction amgumentof the lengthof u ! u‘})/

ot’suchthatt ! t%andu®' t°%Hences®"' t°
[UP-ETA] Supposd = x :T:sx.Taket’= x :T:s°x and
thens®' t%andt ! t°

[UP-FuNTY], [UP-FunBoDY] Contradictsassumptiorthats is
reducible.

[Up-ApD] Suppose = hS B Ti s. Taket’= hS B Ti s®and

thens® ' t%andt ! t°
[Up-CasTL] Supposs = hSBTi s; ' hS°BTi s; = t where
* S = S% Weperformacastanalysisons | s°

® [E-CompaT] Supposes | hSBTi s? becauses; ! s?.
Taket’= hS°B Ti s§ andthens®*  t®andt ! t°

= [E-CAsT-F] Suppose
hX:Sl I ' S,BXx:Ty! Tzi S1
X :T1:hSy B Tai' (t (KT B Sypi' x))

whereS®= x:S%1 Sland” S; = S?and” S, = S9.
Taket® = x :Ti:hS? B Tai' (t (hTy B SPi' x)) andthen
s tPandt ! t°
» [E-CasT-C] Supposes = hSB fx:Bjtgic | c= s°
becaus¢[x := ¢] ! true .Taket®= candthens®' t°
andt ! t°
[UP-CAsTR] Similarto [Up-CAsTL].

s1 to = t becauses; ' ts.

s
[

[UP-APPR] Supposes = s1 Sp '

We performacastanalysisons ! s°
= [E-ComparT] Straightforward.
" [E- ] Supposes = (x :S:s3) sy ! s%= s3[x = sp].
Taket® = s3[x := t,] andby Lemma20 we have that
s tPandt ! t°

" [E-PriIM] Supposes = ¢S, ! s% = [c] sz. Take

t° = [c] t2 and by Assumption8 we have thats® ' t°
andt ! t°



[UP-APPL] Supposes = s1 S ' t1 Sp = t becauses; ' t.
We performacastanalysisons ! s°

= [E-ComparT] Straightforward.

" [E- ] Supposes = (x :S:s3) sy ! s%= s3x = sp].
By Lemma21,t; = x :T:tz andsg ' t3. Taket® =
t3[x := s;] andthenby Lemma20 we have thats® ' t°
andt ! t°

® [E-PrIM] Supposes = cs, ! s%= [[c] s2. We prove by
inductionon the derivationthatc ' t; thatthereexistst®

suchthatt; s, | t°' css.
[UP-REFL], [UP-TRANS| Straightforward.
[UP-ETA] Supposéds = x :T:cxthentys; ! css.

[Up-ADD] Supposet; = hS B Ti c. Sinces is well-
typed,c musthave a functiontype,andsincet is well-
typedt; mustbeafunctioncast.Hence

(hX:Sll S, Bx:Ty! Tzi C)Sz

(x :T1:hS; B T2i' (¢ (HT1 B Sii' X)) s2
hS, B T2i' (¢ (HT1 B Sii' s2))

t%" csy

t

No otherrulesareapplicable.

hSBTitlzt
-

[UP-CAasTBODY] Supposes = hSB Ti s; '
becauses; ' ti. We performa castanalysisons

= [E-ComparT] Straightforward.
= [E-CAsT-F] Suppose
S = hX:Sll S, Bx:Ty! TziSl
I X :Ti:hSy B Tai' (s1 (KT B Spi' X))

Taket®= x :T1:hS; B Tai' (t1 (HT1 B S1i' x)) andthen

s tPandt ! t°
® [E-CasT-C] Supposes = hSB fx:Bjtgic | c= s°
becausd[x := c] ! true , wheres; = c. By this

bisimulationlemma,t[x = t1] ! true , andsos =
RSB fx:Bjtgits ! ti.Taket®= t; andthens®' t°
andt ! t°

Theproofof part2 of Lemma9 is againby inductionon derivation
thats ' t.

[UpP-ReFL] This caseclearlyholds.

[UP-TRANSY Supposes ' tvias ' uandu ' t.By
induction9u®suchthatu ! u®andu®' t°% Therefore(by
an additionalinductionargumentof the lengthofu ! u9
9ssuchthats ! s%ands®' u® Hences®' t°

[UP-ETA], [UP-FUNTY], [UP-FuNBoODY] Contradictassumption
thatt is reducible.

[Up-ADD] Supposet = hS B Ti s; where® S<:T. We
performacastanalysisont ! t°

= [E-ComparT] Straightforward.
= [E-CAsT-F] Suppose
t = hX:Sll S, Bx:Tq! Tzi S1
I 19 = x :Ti:hSy B Toi' (s1 (HT1 B S1i' X))

where® T1 <:S;andx : T: ~ S <: Tp.Takes’ = s

andthens® ' t°

= [E-CAsT-C] Supposé = hSB fx:Bjtigic !
Thens = c. Takes® = s.

c= t%

[UP-APPL] Supposes = s1Sp ' t1 S = t becauses; ' t.
We performacastanalysisont ! t°

= [E-ComparT] Straightforward.

" [E- ] Supposd = (x :S:tz) s, ! t9= t3[x = sp].
We prove by induction on the derivationthats; ' t; =

lamxSts thatthereexistss’ suchthats; s, ! s°' t°
[UP-REFL], [UP-TRANS|, [UP-FUNTY], [UP-FUNBODY]
Straightforward.

[UP-ETA] Thentz = s; x. Takes® = s andthens®' t°

No otherrulesareapplicable.

» E-PrimSupposé = ¢s; ! t%= [c]s.. Thens; = t3 =
¢ andthis caseclearly holds.

[UP-APPR] Supposes = s1 S ' S1 to = t becauses; ' ts.
We performacastanalysisont ! t°

= [E-ComparT] Straightforward.

" [E- ] Supposd = (x :S:s3)tx ! t9= s3[x = ta].
Takes® = s3[x := s] andby Lemma20 we have that

tands ! s

SO '
= [E-PriM] Suppose = ct, | t% = [c]t2. Takes® =
[c] s2 and by Assumption8 we have thats® ' t°% and
s | s0
[UP-CasTL] Supposs = hSBTi s; ' hS°BTi s; = t where
* S = SY% Weperformacastanalysisons | s°

= [E-ComparT] Straightforward.
= [E-CAsT-F] Suppose

t = mS)! SIBx:Ti! Tis
It = x :Ti:hSYB Tai' (t (HT1 B Si' x))
whereS® = x : S? 1 SYandS = x : S !
S,and’ S = Slands S, = S Takes® =
X :T1:hSy B Toi' (t (HT1 B Spi' x)) andthens® ' t°
ands ! s%
» [E-CasT-C] Supposd = hSB fx:Bjtigic ! c=t°
becausei[x = ¢] ! true . Takes’ = ¢ andthen
s tPands ! %

[UP-CAsTR] Similarto [Up-CAsTL].

[Up-CAsTBODY] Supposes = SB Tis; ' hSBTity =t
becauses; ' ti. Weperformacastanalysisons ! s°

= [E-ComparT] Straightforward.
= [E-CAsT-F] Suppose

t = hX:Sll S, Bx:Ty! Tzitl
I x :Ti:hSy B Tai' (t (KT B Spi' X))

Take s = x :T1:hSy; B Toi' (s1 (HT1 B Sii' X)) and
thens® ' t%ands ! s

® [E-CasT-C] Supposd = hSB fx:Bjtogic ! c=t°
becauséy[x := ¢] ! true ,wheret: = c.Thens; = c.

Takes’ = candthens’ ' t%ands ! s°

RESTATEMENT OF LEMMA 10 (Compilationis Upcasting)Suppose
T E.

1.fE ~ s :
st

2.fE " s : SandE ~ s |
E > s' t.

SandE " s ) t: TthenE ° T <:Sand

t # TandE ° S<:T then



3.fE” SandE " S ! TthenE ™ S=T.

PrROOF: By simultaneouinductiononcompilationderivations.

Part 1.

[C-VAR], [C-CoNsT]. Straightforward.
[C-FuN] In thiscase

E" (x:S:s) ) (x:T:t):(x:T! T9Y
E"S) T antecedent
E;x:T s ) t:T° antecedent
E > (x:S:s):(x:S! S9
E"S antecedent
E:x:S s:8° antecedent
E S=T induction
E:x:T s:8° Lemmal8
E:x:T s' t induction
E" x:T:s' x:T:t [UP-FuNBoDY]
E' x:S:s' x:T:t [UP-FUNTY]
E;x:T T%<:g° induction
E' (x:T! TH<:(x:S! S9 [S-ARROW]
[C-APP] In thiscase
E° (Sl Sz) ,! (tl tz) . TO[X = tz]
E s ) tp:(x:T! T9 antecedent
E s t#T antecedent
E " s152 @ S[x = s7]
E s :(x:S! S9 antecedent
E s;:S antecedent
E > s1' t1 induction
E® (x:T! TH<:(x:S! S9 induction
E S<:T [S-ARROW]
E ™ s2' t2 induction
E si1s ' tits [Up- ]
E:x:S" T%<:g° [S-ARROW]
E;x:S  TYx:= t]<:8%Yx:=s;] Lemma23
[C-CasT] In thiscase
E° hSlBSzis,! thBTzit:Tz
E" S ! T. antecedent
E"S, ! T, antecedent
E s) t# T: antecedent
E° hSl B Szi s: S
E s: S antecedent
E° S antecedent
E Si1=T: induction
E° S=T. induction
E s' t induction
E hS:BSyis' h{BTsit [UP- ]
Part 2.
[CC-OK] In thiscase
E s t#
E s! t:S° antecedent
E s:S
E s' t induction

[CC-CHK] In thiscase

E s)] t# E s ] t:S° antecedent
E s:S
E S<:T
E s' t induction
E s' hSBTit [UP-ADD]
Part 3.
[C-Basg] SupposeE ~ fx : Bjsg ! fx : Bjtg via
E;x : B > s ) t : fy: Booljt%. By [WT-Basg]
E;x:B " s: Bool.ByLemma7,E;x :B " t : Bool.
Let beary substitutionconsistenwith E;x : B. Thenby

Lemma20 and18, we have that

S (9) ) (1) : (fy:Boolj (t%g)
(s) : Bool
*(t) : Bool
HenceR( (s); (t)),andsobylLemma9, (s) ! true iff
(t) ' true .Thus
E;x:B s) t
E;x:B t) s

HenceE *~ fx:Bjsg= fx:Bjtg.

[C-ARROW] In thiscase
E " (X:Sll Sz) ,! (X:Tll Tz)
E"S; ! T: antecedent
Exx:T: S ) S antecedent
E " (X:Sl | Sz)
E° S antecedent
E:x:S:1° S, antecedent
E S1=T: induction
E:x:T:~ S Lemmal8
E:x:T:" S=T» induction
E™ (x:S1! S)<:(x:T1i! T2) [S-ARROW]
E:x:S1” S, =T, Lemmal8
E™ (x:Ti! T2) <:(x:S1! S2) [S-ARROW]

RESTATEMENT OF LEMMA 12 (CompilationCompletenesspuppose
T E.

1.fE " s: Sthen9t; T suchthatE ~ s ! t: T.

2.1fE " s : SandE ° S<:T then9t sudhthatE = s |
t#T.
3.IfE ° Sthen9T sudthatE ~ S | T.
PrROOF: By inductiononthetyping derivation.
1. [T-VAR], [T-ConsT] Straightforward.
[T-Fun] In thiscasethereexistsT; t; T9suchthat
E" (x:S:s): (x:S! s9 conclusion
E"S antecedent
E:x:S s:S° antecedent
E"S)! T induction
E S=T Lemmal0
E;x:T s:S° Lemmal8
E s) t:TO induction
E (x:S:s)) (x:T:t): (x:T! TY [C-Fun]



[T-ApF] In this casethereexistsTy;t; T; T
E " sisy: SYx = s5]
E > t;:(x:S! S9
E " t, : S

E‘Sl,! t, 0 Tq
E-T.<:(x:S! S9

To= (x:T! T9

E S<:T

E‘Sz,! to #T

E " S1S2 ,! t1to TO[X = tz]

[T-CasT] In this casethereexists Ty ; To; t
E" hSlBSzis:Sz

E s: S
E" S

E" S

E S ! Ta
E" S ! T
E‘Slle
E s) t#T:
E

‘hSlBSzis,! thBTziS:Tz

% suchthat

conclusion
antecedent
antecedent

induction
LemmalO
[S-ARROW]
[S-ARROW]
induction
[C-APP]

suchthat

conclusion
antecedent
antecedent

induction
induction
LemmalO
induction
[C-CasT]

[T-sus] If E * s : Svia[T-Sus] thenE * s : S%for

someS? andthis caseholdsby induction

2.FromE " s : S by inductionthereexists t; U suchthat
E s )] t:U.BylLemmalO,E ° U <:S, andby the

transitvity of subtypingE ~ U <: T.
p

fE " 4

U<:TthenE "~ s ] t# Tvia[CC-OK].

Otherwisepy Lemma6, E ° ;,g U <: T,andhenceE ~ s |

hUB Tit # T via[CC-CHK].
3. [WT-ARROW], [WT-Basg] Straightforward.



