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Fuzz Revisited: A Re-examination of the Reliability
of

UNIX Utilities and Services

Abstract

We have tested the reliability of a large collection of basic UNIX utility programs, X-Window
applications and servers, and network services. We used a simple testing method of subjecting these
programs to a random input stream. Our testing methods and tools are largely automatic and simple to
use. We tested programs on nine versions of the UNIX operating system, including seven commercial
systems and the freely-available GNU utilities and Linux. We report which programs failed on which
systems, and identify and categorize the causes of these failures.

The result of our testing is that we can crash (with core dump) or hang (infinite loop) over 40% (in the
worst case) of the basic programs and over 25% of the X-Window applications. We were not able to
crash any of the network services that we tested nor any of X-Window servers. This study parallels our
1990 study (that tested only the basic UNIX utilities); all systems that we compared between 1990 and
1995 noticeably improved in reliability, but still had significant rates of failure. The reliability of the
basic utilities from GNU and Linux were noticeably better than those of the commercial systems.

We also tested how utility programs checked their return codes from the memory allocation library
routines by simulating the unavailability of virtual memory. We could crash almost half of the programs
that we tested in this way.

Content Indicators: D.2.5 (Testing and Debugging), D.4.9 (Programs and Utilities), General terms:
random testing, reliability, UNIX.
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1 INTRODUCTION

In 1990, we publishedthe resultsof a study of the reliability of standardUNIX utility pro-
grams[2].This studyshowedthatby usingsimple(almostsimplistic) randomtestingtechniques,
we couldcrashor hang25-33%of theseutility programs.Five yearslater, we have repeatedand
significantlyextendedthis studyusingthesamebasictechniques:subjectingprogramsto random
input streams. A distressingly large number of UNIX utilities still crash with our tests.

The essenceof our testingis a programcalledthe fuzz generator that emitsvarioustypesof
randomoutputstreams.Theserandomstreamsarefed to awidevarietyof UNIX utilities. Weuse
a conservative andcrudemeasureof reliability: a programis consideredunreliableif it crashes
with a coredumpor hangs(loopsindefinitely).While this type of testingis effective in finding
real bugs in real programs,we arenot proposingit asa replacementfor systematicandformal
testing. To quote from the 1990 study:

There is a rich body of research on program testing and verification. Our approach is not a substitute for formal
verificationor testingprocedures,but ratheraninexpensivemechanismto identify bugsandincreaseoverallsystem
reliability. Weareusingacoarsenotionof correctnessin ourstudy.A programis detectedasfaulty only if it crashes
or hangs (loops indefinitely). Our goal is to complement, not replace, existing test procedures.

Our new study has four parts:

1. Test over 80 utility programson nine different UNIX platforms,including threeplatforms
testedin the1990study. Sevenof theseplatformscomefrom commercialvendors.Thesetests
are the sametype aswe conductedin 1990, including the useof the samerandomstreams
usedin the 1990study and streamsnewly generatedfor the currentstudy. As in 1990,we
identified and categorized the bugs that caused the failures.

2. Test network services by feeding them random input streams from a fuzz-based client.

3. Test X-window applications and servers by feeding them random input streams.

4. Additional robustnesstestsof UNIX utility programsto seeif they checkthe returnvalueof
systemcalls. Specifically, we testedcalls to the memoryallocationC library routines(the
malloc() family), simulating the unavailability of additional virtual memory.
Thegoalof thesestudieswasto find asmany bugsaspossibleusingsimple,automatedtech-

niques.Thesetechniquesareintendedto exposeerrorsin commonprogrammingpractices.The
major results of this study are:

❏ In the lastfive years,thepreviously-testedversionsof UNIX madenoticeableimprovements
in the reliability of their utilities. But . . .

. . . the failure rate of these systems is still distressingly high (18-23% in the 1995 study)1.

❏ Evenworseis thatmany of thesamebugsthatwereportedin 1990arestill presentin thecode
releases of 1995.

❏ The failure rateof utilities on the commercialversionsof UNIX that we tested(from Sun,
IBM, SGI, DEC, and NEXT) ranged from 15-43%.

❏ The failure rateof the utilities on the freely-distributedLinux versionof UNIX wassecond-
lowest, at 9%.

1. In this paper, “failure” means a crashing with core dump or hanging (looping indefinitely).
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❏ The failure rate of the public GNU utilities was the lowest in our study, at only 6%.

❏ We could not crash network services on any of the versions of UNIX that we tested.

❏ Well morethanhalf of theX-Window applicationsthatwe testedcrashon randominput data
streams.More significantis that morethan25% of the applicationscrashgiven random,but
legal X-event streams.

❏ We couldnot crashtheX server on theversionsof UNIX thatwe tested(by sendingrandom
data streams to the server).
Section2 describesthebasicteststhatweperformedonUNIX utilities andtheresultsof those

tests.We analyzeand categorize the causesof eachfailure and comparethem with the results
from threesystemsthatalsoweretestedin 1990.Section3 reportson our testingof network ser-
vicesandSection4 reportson testingof X-window applicationsandservers.Memoryallocation
library-call tests are described in Section5. Section6 presents concluding comments.
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2 BASIC TESTS

Thissectionreportson theresultsof repeatingourbasic1990study. Thatstudytestedthereliabil-
ity of utilities by feedingseveralvariationsof randominput streams.In the1990study, we tested
a largenumberof UNIX utilities on six vendors’platforms(plusa limited amountof testingon a
seventhplatform). Our currentstudy includedthe sametype of testson nine UNIX platforms,
including seven commercialsystems.Threeof the systemsfrom the 1990studyareincludedin
our current (1995) study.

Thesetestswereperformedon machinesavailableon the University of Wisconsin-Madison
campusin the Fall of 1994andmachinesbelongingto membersof the testingteam.The tests
were repeated and verified in the Winter of 1994-95.

Section2.1 describesthe tools usedfor the basic testsand Section2.2 describesthe tests
themselvesand the UNIX platformson which they were run. The platformsinclude1990-ver-
sionsof threesystemsandthe1995-versionsof all ninesystems.Section2.3 presentstheresults
of our testing and describes the causes of the failures detected by our tests.

2.1 Basic Fuzz Tools

Thefuzz programis basicallyageneratorof randomcharacters.It producesacontinuousstringof
characterson its standardoutputfile. We canperformdifferent typesof testsdependingon the
optionsgiven to fuzz. Fuzz is capableof producingboth printableandcontrol characters,only
printablecharacters,or eitherof thesegroupsalongwith theNUL (zero)character. We canalso
specifya delaybetweeneachcharacter. This optioncanaccountfor thedelayin characterspass-
ing througha pipe andhelp the userlocatethe charactersthat causeda utility to crash.Another
option allows us to specifythe seedfor the randomnumbergenerator, to provide for repeatable
tests.

Fuzzcanrecordits outputstreamin a file, in additionto printing to its standardoutput.This
file canbeexaminedlater. Thereareoptionsto randomlyinsertNEWLINE charactersin theout-
put stream, and to limit the length of the output stream.

The following is an example of fuzz being used to test "eqn", the equation processor.

fuzz 100000 -o outfile | eqn

Theoutputstreamwill beat most100,000charactersin lengthandthestreamwill berecordedin
file “outfile”.

Thefuzz toolsalsoincludeasetof shellscriptsthatautomatemuchof thetestingprocess.If a
crashis detected(by thepresenceof a “core” file), a “crash” is recordedin a log file. If thetestis
interruptedby thepersonperformingthetests,a “hang” is recordedin thelog file. Eachcrashand
hangwassubsequentlyexaminedto ensurethat they werevalid. For example,corefiles canalso
be generatedwhenthe programreceived a SIGABRT signal (typically generatedby calling the
abort() library routine); such cases were not considered crashes.

2.2 Basic Tests

We testedUNIX utilities on nine operatingsystemplatforms.Seven of thesesystems(SunOS,
HP-UX, AIX, Solaris,IRIX, Ultrix, andNEXTSTEP)werethemostrecentcommercialsoftware
distributionsthat we hadavailableto us at the time of the tests.Threeof thesecommercialsys-
tems(SunOS,HP-UX, and AIX) were also testedin the 1990 study.Resultsfrom this earlier
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study[2] areincludedfor comparison.Two of thesystemstestedarefreesoftwaredistributions.
TheGNU toolscomefrom theFreeSoftwareFoundationandarewritten by a varietyof authors
world-wide.Linux is a freelydistributedversionof theUNIX operatingsystemoriginally written
by Linus Torvalds; the systemhas since beenextensivelychangedand extendedby authors
world-wide.The systems tested are listed in Table1.

Eachutility wastestedwith severalrandominputstreams.Thesestreamswerevariedby com-
binationsof theparametersdescribedin Section2.1.Wetestedtheutilities with streamsgenerated
by the same random seeds as were used in the 1990 study and by several new random seeds.

2.3 Basic Test Results

In our currentstudy, we testedmorethan80 UNIX utilities. Eachutility is availableon at least
three(andtypically more)of thesystemsthatwetested.Thelist includescommonlyusedutilities,
suchasshells,C compilers,anddocumentformatters.The list alsoincludesmoreobscureutili-
ties,suchas“units”, theunit conversionutility. Similar utilities aregroupedunderthesamename
in Table3 andTable4. Whenthenameof autility is differentfrom thenamegivenin thesetables,
the specific name is listed in Table2.

Section2.3.1summarizestheresultsof thebasictesting.Section2.3.2examinesthecauseof
the failures,andSection2.3.3comparesour currentresultsto thoseof the1990study. Thebasic
testsdo not includeX window-basedutilities. TestsonX window-basedapplicationprogramsare
described in Section4.

2.3.1 Quantitative Results

Theresultsof our testsaregivenin Table3. Two immediateobservationsarepossiblefrom exam-

Identifying
Letter

Study Vendor Architecture Operating System

s 1990
Sun Microsystems

Sun 4/110 SunOS 3.2 and 4.0

S 1995 SPARCstation 10/40 SunOS 4.1.3

h 1990
Hewlett Packard

HP 9000/330 4.3 BSD + NFS + System V

H 1995 HP 9000/705 HP-UX 9.01

a 1990
IBM

PS/2-80 AIX 1.1

A 1995 RS6000 AIX 3.2

O 1995 Sun Microsystems SPARCstation 10/40 Solaris 2.3

I 1995 Silicon Graphics Indy IRIX 5.1.1.2

U 1995 DEC DECstation 3100 Ultrix v4.3a rev 146

N 1995 NEXT Colorstation (MC68040) NEXTSTEP 3.2

G 1995 GNU, Free Software Foundation SunOS 4.1.3 & NEXTSTEP 3.2

L 1995 Linux Cyrix i486 Slackware 2.1.0

Table 1: List of Systems Tested
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ining this table.First, thereis a noticeableimprovementin reliability from the 1990study: the
failure ratefor SunOSwent from 29% to 23%,HP-UX went from 33% to 18%,andAIX went
from 24% to 20%. Second,the 1995failure rate is still distressinglyhigh, especiallygiven the
ease of the fuzz testing and the public availability of the fuzz tools.

It is alsointerestingto compareresultsof testingthecommercialsystemsto theresultsfrom
testing“freeware” GNU and Linux. The seven commercialsystemsin the 1995 study have an
averagefailurerateof 23%,while Linux hasa failurerateof 9%andtheGNU utilities haveafail-
urerateof only 6%. It is reasonableto askwhy a globally scatteredgroupof programmers,with
noformal testingsupportor softwareengineeringstandardscanproducecodethatis morereliable
(at least,by our measure)thancommerciallyproducedcode.Even if you consideronly theutili-
tiesthatwereavailablefrom GNU or Linux, thefailureratesfor thesetwo systemsarebetterthan
the other systems.

Oneexplanationmaybethatthescaleof softwarethatmustbesupportedby a largecomputer
company is moreextensivethanthatof thefreesoftwaregroups.Companieshavemany morecus-
tomersandacommitmentto supportsoftwareonmany platforms,configurations,andversionsof
an operating system (especially on older versions of hardware and system software).

Generic Name(s) Irix Ultrix NEXT GNU Linux

as gas gas

awk gawk

bib/bibtex

cc gcc gcc

ccom cfe cfe cc1obj cc1

compress gzip

dbx gdb gdb gdb

ditroff/troff ptroff

eqn/deqn neqn neqn geqn

ex/vi

lex flex flex

more less

plot psplot

sh bash

soelim gsoelim

tbl/dtbl gtbl

yacc bison

Table 2: Similar Utilities.
 The utilities listed on the same line of the table have similar function, but vary by name in
the systems listed. They are not meant to be identical, but rather are listed for comparison

purposes.
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Utility
SunOS HP-UX AIX Solaris Irix Ultrix NEXT GNU Linux

90 95 90 95 90 95 95 95 95 95 95 95

adb ● ● ● ●❍ ✕ ✕ ●❍ ✕ ✕ ✕ ✕ ✕

as ● ●

awk

bc ● ✕

bib ● ✕ ✕ ✕ ✕ ✕ ✕

calendar ✕ ✕

cat

cb ● ❍ ❍ ● ● ✕ ✕

cc ●

ccom ✕ ✕ ❍ ● ✕

checkeq ✕ ● ✕ ✕ ✕

checknr ✕ ✕ ✕ ✕

col ● ❍ ● ● ● ● ● ❍ ● ✕

colcrt ✕ ✕ ● ✕ ✕ ✕

colrm ✕ ✕ ✕ ✕ ✕

comm

compress ✕

cpp

csh ❍ ❍ ❍ ✕

ctags ✕ ✕ ✕ ✕ ● ● ❍

ctree ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕

dbx ● ✕ ✕ ●

dc ● ● ● ✕

deroff ● ● ● ● ● ● ● ✕ ✕

diction ✕ ● ● ● ✕ ✕ ✕ ● ● ✕ ✕

diff

ditroff ● ● ✕ ● ● ● ● ●

eqn ● ● ● ● ❍ ● ● ● ✕

ex ● ✕

Table 3: List of Utilities Tested and Results of Those Tests
● = crashed, ❍ = hung, ✕ = not available
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expand ✕ ✕

f77 ✕ ✕ ✕ ✕ ✕ ✕

fmt ● ✕

fold ✕

ftp ● ● ● ● ● ● ● ● ● ✕

graph ✕ ✕ ✕ ✕ ✕

grep

head ✕

indent ●❍ ❍ ● ❍ ✕ ● ❍ ● ❍ ●

join ● ● ● ●

latex ✕ ✕ ✕ ✕ ✕ ✕

lex ● ● ● ● ● ● ● ● ●❍ ●

lint ✕ ✕ ✕

look ❍ ● ❍ ✕ ❍ ✕ ● ● ✕

m4 ● ● ●

mail ✕

Mail ✕ ✕ ✕ ✕ ● ✕ ✕

make ●

more ✕

nm

nroff ● ● ●❍ ● ● ● ●

pc ✕ ✕ ✕ ✕ ✕

plot ❍ ✕ ● ✕ ✕ ✕ ●❍ ✕ ❍ ✕ ✕

pr

prolog ●❍ ●❍ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕

psdit ✕ ✕ ✕ ✕

ptx ● ● ● ● ● ✕ ✕

refer ● ● ❍ ✕ ●❍ ✕ ● ●

rev ✕ ✕ ✕ ✕

Utility
SunOS HP-UX AIX Solaris Irix Ultrix NEXT GNU Linux

90 95 90 95 90 95 95 95 95 95 95 95

Table 3: List of Utilities Tested and Results of Those Tests
● = crashed, ❍ = hung, ✕ = not available
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The elitist explanation is that there is no substitute for excellent programmers. The people
who write and support the GNU utilities are typically skilled at their profession and are in it for
the fun and intellectual challenge (that is not to say that such people do not exist in corporate soft-

sed

sh

soelim ✕ ✕

sort

spell ● ● ● ● ● ● ● ✕ ✕

spline ✕ ✕ ✕ ● ✕

split

strings ✕ ●

strip

style ✕ ● ● ● ✕ ✕ ✕ ● ✕ ✕

sum

tail

tbl

tee

telnet ● ● ● ● ● ● ● ● ✕

tex ✕ ✕ ✕ ✕ ✕ ✕

tr

tsort ● ● ● ● ✕

ul ● ● ● ● ✕ ● ● ● ● ● ✕ ●

uniq ● ● ● ● ● ● ●❍

units ● ● ● ● ● ● ● ● ✕ ✕

vgrind ✕ ✕ ● ✕ ✕

wc

yacc

# tested 77 80 72 74 49 74 70 60 80 75 47 55

# crash/hang 22 18 24 13 12 15 16 9 17 32 3 5

% 29% 23% 33% 18% 24% 20% 23% 15% 21% 43% 6% 9%

Utility
SunOS HP-UX AIX Solaris Irix Ultrix NEXT GNU Linux

90 95 90 95 90 95 95 95 95 95 95 95

Table 3: List of Utilities Tested and Results of Those Tests
● = crashed, ❍ = hung, ✕ = not available
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waregroups!).Theusersof theGNU utilities are,in many cases,of a like mind; if a bug exists,
they will oftenfind andfix it themselves.Having ubiquitoussourcecodeis certainlyanadvantage
in this situation.

Thefreesoftwarealsohasapersonaltouchthatimprovescommunicationbetweentheauthors
andtheusers.Usershave anincentive for reportingbugs.UsuallytheGNU utilities have anindi-
vidual’s nameassociatedwith them.If you have a bug report,you sendit to a person(who typi-
cally answersyou andshows a personalinterestin your report).Largecompaniesusuallyrequire
you to submit a bug report to an anonymous address,somethinglike OSbugs@BigCom-
pany.com. Responsesto suchmail areslow andtheusermayneverseeor hearaboutthereso-
lution of the bug. The structureof the corporatesoftware development,testing, and release
processis suchthatit maybeayearbeforea repairis madeavailable.Thelongdelayscanalsobe
discouragingto theprogrammer. By thetime thata bug-fix is deployed,theprogrammerhaslong
forgotten the problem; there is no gratification in solving a particular person’s problem.

Distributingsourcecodemayalsobea factorin qualityof theGNU andLinux systems.Users
aremoreableandencouragedto beinvolvedin identifying thecauseof problems.Computerven-
dors may be under-estimating the value of widely distributing their source code.

The lessonslearnedby traditionalmanufacturingindustries,suchassteelandautomobiles,
mayneedto belearnedby thecomputerindustry:flexibility andresponsivenessis a majorkey to
long term survival.

2.3.2 Causes of Crashes/Hangs

As in the1990study, weexaminedeachprogramthatcrashedor hungto identify thecauseof the
failure.Sourcecodewasavailableto usfor utilities onSunOS,Solaris,Ultrix, HP-UX, GNU, and
Linux; sourcecodewasnot availableon NEXTSTEP, AIX, or Irix. For eachprogramfailureon a
systemfor which we had sourcecode,we categorizedthe cause;theseresultsare reportedin
Table4. Thelettersin thetableentriesdescribethesystemsto which theentryapplies.Theidenti-
fying lettersaregiven in thefirst columnof Table1. For themostcommonfailures,we describe
details of the causes.

Pointer/Array

Errorsin theuseof pointersandarraysubscriptsdominatetheresultsof our tests.Theseareerrors
any novice programmermight make,but surprisingto find in productioncode.In all thesecases,
theprogrammermadeimplicit assumptionsaboutthecontentsof thedatabeingprocessed;these
assumptionscausedthe programmerto useinsufficient checkson their loop terminationcondi-
tions.The presenceof theseerrorsargues(minimally) for garbage-collectedlanguagesandfull-
time array bounds checking to help a sloppy programmer detect these problems.

Mostof thepointererrorsfoundin the1995studyweresimple:incrementthepointerpastthe
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end of an array. The error in “ctags” is representative (file “ctags.c”):

char line[4*BUFSIZ];
...

sp = line;
...
do {

*++sp = c = getc(inf);
} while ((c != ’\n’) && (c != EOF));

Notethattheterminationconditionin theabove loop doesnot includeany testsbasedon thesize
of array (line ) being used.

Array subscriptingerrorswerealsoa commoncauseof failuresin this study. Most of these
errorsappearedin routinesthat wereusingcharacterinput or werescanningan input line. An
example of an error during input appears in “cb” (file “cb.c”):

char string[200];
...
while ((cc = getch()) != c) {

string[j++] = cc;
...

}

Theterminationconditionontheabove loopcheckstheinputoperation,but ignoresthesizeof the
buffer into whichthedatais beingread(string ). Anothercommontypeof errorhappensduring
string processing,where(again!) the terminationconditionof the loop doesnot containa check
on the size of the array. The following example comes from “bibtex” (file “strpascal.c”):

void
null_terminate(s)
char *s;
{

while (*s != ’ ’) s++;
...

}

Dangerous Input Functions

Thesecondmostcommoncauseof errorswastheuseof dangerousinput functions,suchasthe
notoriousgets()function.The problemis that gets()hasno parameterto limit the lengthof the
input data.Besidescausingreliability problems,useof gets()wasalsothe flaw that permitteda
major breachin Internet security[3,4]. By using gets(), the programmeris making implicit
assumptions about the structure of the data being processed.

The manual page from the Solaris 2.3 system wisely contains the following warning:
When using gets(), if the length of an input line exceeds the size of s, indeterminate behavior may result. For this
reason, it is strongly recommended that gets() be avoided in favor of fgets().

The fgets() function includes an argument to limit the maximum length of the input line.
TheC library input/outputroutinesarenot integratedinto thelanguage;they appearonly asa

collectionof proceduresto becalled.Newer languages,like C++, cando a betterjob by integrat-
ing theinputoperationinto thedefinitionof anew typeor class(usingthe“>>” operator).But the
definitionof the“>>” operatorfor characterstringsdoesnot includeinformationaboutthelength
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Utility
Cause

Array/
Pointer

Input
Functions

Signed
Characters

Divide by
Zero

EOF
Check

Others
No Source

Code

adb sShHO

as a N

bc N

bib S

cb haU AN

cc N

ccom ON

checkeq A

col O SU sha AIN

colcrt A

csh sha

ctags O L N

dbx L s

dc G IN

deroff sShaOU N

diction ShHU N

ditroff s SHOU AN

eqn sShHU AIN

ex h

fmt N

ftp sShaOU AIN

indent sh SHOGL AN

join OU sN

lex sShHaUGL AN

look shu HO N

m4 HU N

Mail N

make h

Table 4: List of Utilities that Crashed or Hung, Categorized by Cause
The letters in each entry describe the system on while the failure occurred (see Table 1 for a

description of the system letters)
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of the array. Following is a typical example of how “>>” is used:

char buff[BUFSIZE];

cin >> buff;

The representationof a UNIX characterstring doesnot carry informationaboutthe sizeof the
arrayin which it is stored.You cansetthe maximuminput line sizeusingthe C++ input/output
class(usingthecin.width() function),but this requiresextra andexplicit actionby theprogram-
mer; the default case has dangerous behavior.

Signed Characters

The conversionof numbersfrom onesize to anothercancauseproblems;the problemis com-
poundedby usingcharactersin boththeir symbolicandnumericforms.In C (andC++), thetype

“char” is asigned,8-bit integeronmostUNIX systems1. Thepresenceof asignbit canbeconfus-

nroff SHOU AIN

plot O sh N

prolog sh

ptx sShH A

refer shU AHN

spell sha SOU N

spline N

strings O

style ShH N

telnet sShaU AIN

tsort L sha N

ul sShHOUL AIN

uniq sShaU IN

units SshaO AIN

vgrind N

1. Both the number of bits and presence of a sign bit are system dependent. If the programmer really does
not want a sign bit, then the declaration should include “unsigned”.

Utility
Cause

Array/
Pointer

Input
Functions

Signed
Characters

Divide by
Zero

EOF
Check

Others
No Source

Code

Table 4: List of Utilities that Crashed or Hung, Categorized by Cause
The letters in each entry describe the system on while the failure occurred (see Table 1 for a

description of the system letters)
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ing anderrorprone(with thepossibilityof sign-extension)whendoingarithmetic.Thefollowing
example comes from "eqn" (file “lookup.c”):

register int h;
...
register char *s = name;

for (h = 0; *s != ’\0’;)
h += *s++;

h %= TBLSIZE;

Thevaluepointedto by s is a signedcharacterandh is aninteger. Charactersthatarepointedto

by s mayhave their high-orderbit on,makingh negative2 (h will subsequentlybeusedasa sub-
script).

End-of-File Checks

Checkingfor end-of-file is anothercaseof the programmermaking implicit assumptionsabout
thestructureof input data.It is a common,but dangerousassumptionthatend-of-filewill occur
only afteracompleteinput line; i.e.,end-of-filewill alwaysimmediatelyfollow anewline charac-
ter. While this assumptioncansimplify thestructureof theapplicationcode,it leavestheapplica-
tion vulnerable to crashing or hanging.

2.3.3 Comparison of Results to the 1990 Study

When we comparethe resultsfrom the 1995 study to thosefrom 1990, it is interestingto go
beyondtheraw numbers.Whenwe examinedthebugsthatcausedthefailures,a distressingphe-
nomenonemerged:many of the bugsdiscovered(approximately40%) andreportedin 1990are
still presentin their exactform in 1995.The1990studywaswidely publishedin at leasttwo lan-
guages.The codewasmadefreely availablevia anonymousftp. The exact randomdatastreams
usedin our testingwerefreely availablevia ftp. Theidentificationof failuresthatwe foundwere
alsomadefreelyavailablevia ftp; theseincludedcodefragmentswith file andline numberfor the
errantcode.Accordingto our records,over 2000copiesof the fuzz toolsandbug identifications
were fetched from our ftp site.

Several of the bugsfound in the 1995studywerelikely presentin the 1990study, but were
masked by the original bugs.Fixing the original bugsandre-testingshouldhave exposedthese
new ones.

Thetechniquesusedin thisstudyaresimpleandmostlyautomatic.It is difficult to understand
why a vendor would not partake of a free and easy source of reliability improvements.

2. The standard, printable characters do not have their high-order bit on, but it is not safe to assume that
these are the only characters that will be read as input.
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3 NETWORK SERVICES

Thefuzz testingtechniquesareeffective for finding reliability problemsin realprograms.A natu-
ral questionis: in whatotherdomainscanthesetechniquesbeapplied?Our first new application
of the fuzz techniques was to test network services.

Internetnetwork servicesareidentifiedby ahostnameandport number. Most hostssupporta
collectionof services,suchasremotelogin (“rlogind” and“telnetd”), file transfer(“ftpd”), user
information(“fingerd”), time synchronizationprotocols(“timed”), andremoteprocedurescalls.
To testtheseservices,wewroteasimpleprogram(called“portjig”) thatwouldattachto anetwork
portandthensendrandomdatafrom thefuzzgenerator. This testingconfigurationis illustratedin
Figure1.

Figure 1: Testing Network Services

MostUNIX servicesaretypically listedin afile called“/etc/services”.Our testscriptselected
eachservicein thisfile andsentit randomdata.WetestedbothTCP(connection-based)andUDP
(datagram-based) services.

Several yearsago,we informally testednetwork serviceson a few UNIX systemsandwere
ableto crashonly two utilities (“ftpd” and“telnetd”). We ranour currenttestson SunOS,NEXT-
STEP, andLinux. In this study, we were not able to crash any of the services that we tested on any
UNIX system. This resultbodeswell for network reliability andsafety. Curiouslythough,wewere
able to crashsomeof the client programsfor network services(suchas“telnet” and“ftp”, see
Table4).

Fuzz Portjig Service
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4 X-WINDOW APPLICATIONS AND SERVERS

Our next targetfor fuzz testingwasthewindow systemandits applicationprograms.An increas-
ing numberof applicationprogramsarebasedon graphicaluserinterfaces,so X-Window based
applicationsandserverswerenaturaltargetsfor thefuzz testing.Eventhoughmostof theseappli-
cationswerewritten morerecentlythanthebasicUNIX utilities, they still hadhigh failure rates
underrandominput tests.The X server proved resistantto crashing.Section4.1 describesthe
tools we usedto testthe window server andapplications,Section4.2 describesthe teststhat we
performed, and Section4.3 presents the results from applying these tests to applications.

4.1 X-Window Fuzz Tools

To sendrandominput to the X-Window server or applications,we interposedour testingtools

betweentheclient andtheserver. The interposedprogram,calledxwinjig1, cangeneraterandom
inputor modify theregularcommunicationstreambetweentheX-Window applicationandserver.

Thexwinjig programpretendsto beanX server to theapplications,andpretendsto beaclient
to the real server. The X-Window systemis capableof running on machineswith multiple dis-
plays,andtheX server hasa separateTCP/IPport for eachof its displays.Theseportsarenum-
bered , where is the displaynumber(display0 is the standarddefault display).We
changethe default displayby settingthe DISPLAY environmentvariableto a higher-numbered
display. Xwinjig listens on this port, and then connects to the real X server on the standard port.

TheX server hasanauthenticationmechanism,andxwinjig mustmimic or circumventit. We
provide proof of authenticationby readingtheuser’s ~/.Xauthorityfile andsendingtheappropri-
ate authorization“cookie” to the server. We circumvent the authenticationby disablingaccess
control checking on the server (by executing the command:xhost +).

4.2 X-Window Tests

In testingtheX-Window server andapplications,we useda combinationof four differentvaria-
tions of randominput streams.The first two techniquesareusedto testboth the server andthe
applications,whereasthelast two areusedto testonly theapplications.Eachinput typeis closer
to valid input thanthepreviousone(andthereforepotentiallytestsdeeperlayersof theinput pro-
cessingcode).The last techniquelistedbelow is importantbecauseit simulatesa userrandomly
usingthe keyboardandmouse.Eachapplicationwastestedwith either(a) a combinationof the
Types 1-4 types of random input, or (b) only Type 4 (legal) random input.

1. CompletelyRandomMessages:xwinjig concoctsa randomseriesof bytesandshipsit off to
the server or the client in a message.

2. GarbledMessages:xwinjig randomlyinserts,deletes,or modifiespartsof themessagestream
between the application and server.

3. RandomEvents:xwinjig keepstrackof messageboundariesdefinedby theX ProtocolRefer-

enceManual[5]. xwinjig randomlyinsertsevents2 that areof the propersizeandhave valid

1. Xwinjig actuallyhastwo implementations(calledxjig andwinjig) whosecombinedfeaturesarecall xwin-
jig. This section reports on the combined results of testing with these two tools.

2. An event is a message sent by the server to the client to indicate that something of interest to the client
happened at the server side. E.g., an event is sent each time a key is pressed.

6000 N+ N
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opcodes(in the range2 to 34). The sequencenumber, time stamp,andpayloadmay be ran-
dom.

4. Legal Events:Theseareprotocolconformantmessagesthatarelogically correctindividually
andin sequence.Theseeventshave valid valuesfor suchthingsasX-Y coordinateswithin a
window. Informationsuchaswindow geometry, parent/childrelationships,eventtimestamps,
andsequencenumbersareobtainedby monitoringclient/server traffic andareusedto gener-
ate these events.
Thexwinjig programhasoptionsto control therateof injectionof events,the frequency and

methodof randomizingtheeventstream,thedirectionof operation(client to serveror viceversa),
and the event types (keyboard and mouse events only, or all events).

4.3 X-Window Test Results

We testedtheversion11R5X-Window server on theSunOSandUltrix systems;theX-Window
applicationsweretestedon SunOS.Testingwasdoneonly on thesefew systemsbecauseof the
significanttime it takes to completethis type of testing.The X-Window applicationprograms
include onesdistributed by the vendor, locally written, freely distributed,and purchasedfrom
third party vendors.

4.3.1 Quantitative Results

The resultsof our testson X-Window applicationsaregiven in Table5. The first conclusionto
draw is thatthefuzz testingtechniquesareeffective for testingprogramsbasedon graphicaluser
interfaces.This resultshouldencouragethis typeof testingon otherwindow-basedsystems,such
as the Macintosh and PC.

Thetestinputsof Types1 and2 representsomefailure in theX server or its associatelibrar-
ies.It maybereasonableto arguethat theseerrorsareunlikely, or that if they occur, theapplica-
tion programscannotdo much to counteractthem. Good software designpracticesays that
programsshouldhave reasonableerror checkingon all externalinterfaces;in caseof a crash,at
leastthesecheckswill helplocalizetheproblem(andhelpconvincetheprogrammerthat it is not
in their own code). These checks can result in better bug reports to the software vendor.

The Type 3 and4 inputscontainenoughvalid datathat they take us pastmostof the basic
checksin the X library. The Type 4 test input producedwhat is probablythe mostcondemning
result. Given legitimate input event streams,more than 25% of the programstestedcrashed.
Application programsfrom all sourcesfailed on this type of input. Errorsof this type arecom-
mon;mostusershave, at sometime, selectedlargeamountsof text from a window andacciden-
tally “pasted” it into the wrong window.

For theX-Window system,the“hang” resultsmaybemoreseriousthanthecrashes.In many
cases,anX-Window applicationwill hangwhile it is hasexclusive controlover input (keyboard
andmouse).Thismeansthattheusercannotselectanotherwindow to terminatethehungapplica-
tion; the user must use another workstation and remotely kill the application.

4.3.2 Causes of Crashes/Hangs

We identifiedthecauseof the failuresof severalof theX-Window applicationsthatwe testedin
this study. In this section,we describesomeof the errorsthat we found. In general,the type of
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X Utility

Input Data Stream Types (described in Section4.2)

Combination Input (A Mix of Types 1-4) Legal Events Only (Type4)

bitmap ❷❸❹ ❹

emacs ❷❹  ➂

ghostview ➂

idraw ➂ ➃

mosaic ➃

mxrn ➂

netscape ❸ ❹

puzzle ➂

rxvt ➂ ➃

xboard ➂

xcalc

xclipboard ➃

xclock

xconsole

xcutsel ➂

xditview ➂

xdvi ➁➂➃

xedit

xev

xfig ➁➃

xfontsel

xgas

xgc ➂

xmag ➂

xman

xmh

xminesweep

xneko

Table 5: List of X Applications Tested and Results of Those Tests
�❶❷❸❹= crashed on Type 1, 2, 3, or 4 input. ➀➁➂➃ = hung on Type 1, 2, 3, or 4 input.

When more than one combination of input types caused a crash, all are listed.
Tests run on SunOS 4.1.3.
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programming errors that we found were similar to those found in the basic tests.
The “xpaint” applicationcrashesbecauseof a commonerror with pointers:dereferencinga

NULL pointer. During input,anX library functionreturnsa window with zeroheight.Thestruc-
tureof thesubsequentcodeis awkward.Therearemany placeswherethepointermight beused
andeachof these(exceptone!)hasa checkfor NULL. Thecodestructurehastheappearanceof
evolving with incremental fixes rather than systematic overhaul.

Anotherexampleof notcheckingfor NULL valuescanbefoundin “xsnow”, anX application
thatcreatessnowflakeson thescreenanddropsthemtowardsthebottom.Thebug in thisutility is
that it doesnot sufficiently checkthe returnvaluesfrom X library functions.XCreateRegion()
returnsa NULL pointerthat is subsequentlypassedto XPointInRegion(). Many of theX library
functions(includingXPointInRegion) do not checktheir argumentsfor validity in theinterestsof
performance.(While the client sideX librariesscrupulouslycheckmessagefrom the server for
errors,they trust the client (of which they area part) to passin correctargumentsandto check
return values.)

xpaint ❸❹  ➂

xpbiff

xpostit ➃

xsnow ❸

xspread ➂➃

xterm ➁

xtv ➂ ➃

xv ➁➃  ➂

xweather ❷ ❹

xxgdb ➃

# tested 38 38

# crash/hang 22 10

% 58% 26%

X Utility

Input Data Stream Types (described in Section4.2)

Combination Input (A Mix of Types 1-4) Legal Events Only (Type4)

Table 5: List of X Applications Tested and Results of Those Tests
�❶❷❸❹= crashed on Type 1, 2, 3, or 4 input. ➀➁➂➃ = hung on Type 1, 2, 3, or 4 input.

When more than one combination of input types caused a crash, all are listed.
Tests run on SunOS 4.1.3.
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5 MEMORY ALLOCATION CALLS

We appliedour randomtestingtechniquesto the interfacebetweenapplicationprogramsandthe
systemcall library. Wecreateda library thatlookslike thestandardUNIX C library, but allowsus
to simulateerror conditions.We limited our experimentto replacingonefamily of library rou-

tines: the dynamicmemoryallocationroutines1. malloc() is a C library function that allocates
memoryon theheap,extendingtheprogram’s virtual addressspaceif necessary. A zero(NULL)
returnvaluefrom malloc() typically meansthatno morevirtual memoryis availableto this pro-
cess(becauseof insufficient swapspaceor systemimposedresourceconstraints).It is acommon,
but dangerous,programmingpracticeto ignorethereturnvaluesfrom thememoryallocationrou-
tines; failure to check for a zero return value can result in dereferencing a NULL pointer.

We extractedtheobjectfiles for themalloc() family of functionsfrom thestandardC library
anduseda binary rewriting utility to renamethesymbols[1]. By creatinganobjectfile with the
original library call names(called“libjig”) andlinking againstthe new library, we wereableto
interceptcalls to malloc() (seeFigure2). Any call to malloc() in theuserprogramor thesystem
library first wentthroughlibjig, beforecalling therealmalloc().Theroutinesin libjig control the
average percent of the time that malloc() fails.

Figure 2: Intercepting calls to the memory allocation routine

We testedthe programsin the “/bin” and“/usr/ucb” directorieson a systemrunningSunOS
4.1.3.Of the programsthat hadsourcecodereadily available,53 madeuseof malloc(), and25
(47%) crashed with our library. The utilities that crashed are listed in Table6.

Thememoryallocationroutinesreturnzerotypically whena useror systemresourcelimit is
reached.A commonexampleis whentheswapspaceis full. Notethatmany of theutilities listed
in Table6 areonesthataprogrammermightwantto usewhenthissituationoccurs:“finger”, “w”,
or “users”(to seewho is loggedin), “login” (to log in assuper-userto try to fix thesituation),and

1. The memory allocation routines that we considered were calloc(), malloc(), and realloc().

program libjig C library

malloc(...); void *

(sym table modified)

void *malloc(...) {

randomly return zero or rv;

}

_malloc(...) {

. . .

}

rv=_malloc(...);
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“df” (to check the amount of disk space used).

In all but onecasethatwe investigated,theprogramssimply dereferencetheaddressreturned
by malloc()without any checking.Someof theprogramscheckedthereturnvaluesin oneplace,
andnot another, while otherprogramsdid not checkat all. The onecasethat wasdifferentwas
“df” (aprogramthatshowstheamountof diskspaceavailable);it checkedall its callsto malloc().
However “df” calls anotherC library routine (getmntent()),which then calls malloc() without
checking its return code. This is an example of a program being as strong as its weakest link.

This testingtechniqueof modifying thereturnvalueof acall to a library canbeeasilyapplied
to any other library routine.A commoncauseof programmingerror is not checkingthe return
valueon file operations(open,read,or write). Libjig could be usedto find potentialbugsin the
use of these calls.

Utilities that Crashed

bar df login rup tsort

cc finger ls ruptime users

checknr graph man rusers vplot

ctags iostat mkstr sdiff w

deroff last rsh symorder xsend

Table 6: Utilities that Crashed when malloc() Returns Zero
Tested on SunOS 4.1.3.
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6 CONCLUSIONS

We revisitedour original testingstudywith theexpectationthat it would bedifficult to find many
bugs in the new versionsof the utilities that we tested.Our 1995studysurprisedus in several
ways.

First, thecontinuedprevalenceof bugsin thebasicUNIX utilities seemsa bit disturbing.The
simplicity of performingrandomtestingandits demonstratedeffectivenesswouldseemto beirre-
sistibleto corporatetestinggroups.Thebasicutilities maysimply fall betweenthecracks.Most
of thesearenot major flashy components,suchasa kernelor compiler. Thereis little glory or
marketing impactassociatedwith themanddifferentcompaniesassigntheseutilities to different
groups.

Second,thereliability of network servicesandX-Window serversis goodnews. Thesebasic
systemcomponentsaregettingenoughattentionwithin the computercompaniesthat they have
been honed to a (relatively) high level of reliability.

Third, X-Window applicationsareno lessproneto failure(andseemto bemoreso) thanthe
basicutilities. Theseapplicationsaregenerallynewer thanthebasicutilities so,we hope,would
be designedwith betterengineeringtechniques.Perhapsthe large additionalcomplexity of con-
structinga visualinterfaceis too muchof a burden.HanginganX-Window applicationcancause
theserver to ignoreall otherinputuntil thehangingapplicationis terminated(whichmustbedone
remotely).

Fourth, the reliability of the freely-distributed GNU and Linux software was surprisingly
good,andnoticeablybetterthan the commerciallyproducedsoftware.It is difficult to tell how
muchof this is aresultof programmerquality, thecultureof theprogrammingenvironment,or the
generalburdensupportedby the softwaredevelopers.Large companieswill needto make some
concretechangesin their softwaredevelopmentenvironmentsandcultureif they hopeto produce
higher quality software.

Moderncompilers,languages,anddevelopmenttoolsshouldbehelpingusdevelopmorereli-
ableprograms.However it is clearthat thesenew toolscanbeaseasilyabusedasmoreprimitive
tools (old assemblylanguageprogrammersare proud to point this out). A good examplewas
shown in Section2.3.2,wheretheproblemof themissinginputfield-widthspecificationof theC-
library gets() can still be found in the C++ “>>” operator.

New versionsof softwarearebeingreleasedall the time. Our resultsrepresenta snapshotof
versions that we had available to us at the time of testing.

Therearecertainlymany thingsleft to do in a studysuchasthis one.Therandomtestingcan
beappliedto kernelcallsandto randomlygeneratedcommand-lineparametersto utilities. Check-
ing returncodesfrom library routinesshouldbeextendedto input/outputandothertypesof calls.
Any procedurecall interfacecanbecheckedusinglibjig. Otherareasof systemsoftwareareame-
nableto this typeof testing.Thesystemcall interfaceis anidealcandidate;calling theseroutines
with random parameter values is likely to produce interesting results.

Otheroperatingsystemsshouldbe given the samescrutiny aswe gave to UNIX. The prob-
lemsthatwefoundin thesystemsthatwe testedshouldnotbeinterpretedto saythatUNIX is any
worse(or better)thanothersystems.CertainlythepopularAppleMacintoshandIBM PCsystems
should receive the same level of testing.
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SOURCE CODE AND RELATED PAPERS

Notethat thesourceandbinarycodefor thefuzz tools(for UNIX andWindows NT) is available
from our Web page at:ftp://grilled.cs.wisc.edu/fuzz.
A morerecentpaper, applyingfuzz testingtechniquesto applicationsrunningon Windows NT
can be found atftp://grilled.cs.wisc.edu/technical_papers/fuzz-nt.pdf.
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