Page 1

Fuzz Revisited: A Re-examination of the Reliability
of
UNI X Utilitiesand Services

Barton P. Miller
bart @s.w sc. edu
David Koski Cjin Pheow Lee Vivekananda Maganty
dkoski @s. w sc. edu cjin@s.w sc. edu vivek@s. w sc. edu
Ravi Murthy Ajitkumar Natargjan Jeff Steidl
ravi m@s. w sc. edu ajitk@s.w sc. edu stei dl @ae. w sc. edu

Computer Sciences Department
University of Wisconsin
1210 W. Dayton Street
Madison, WI 53706-1685

Abstract

We have tested the reliability of a large collection of basic UNIX utility programs, X-Window
applications and servers, and network services. We used a simple testing method of subjecting these
programs to a random input stream. Our testing methods and tools are largely automatic and simple to
use. We tested programs on nine versions of the UNIX operating system, including seven commercial
systems and the freely-available GNU utilities and Linux. We report which programs failed on which
systems, and identify and categorize the causes of these failures.

Theresult of our testing is that we can crash (with core dump) or hang (infinite loop) over 40% (in the
worst case) of the basic programs and over 25% of the X-Window applications. We were not able to
crash any of the network services that we tested nor any of X-Window servers. This study parallels our
1990 study (that tested only the basic UNIX utilities); all systems that we compared between 1990 and
1995 noticeably improved in reliability, but still had significant rates of failure. The reliability of the
basic utilities from GNU and Linux were noticeably better than those of the commercial systems.

We also tested how utility programs checked their return codes from the memory allocation library
routines by simulating the unavailability of virtual memory. We could crash aimost half of the programs
that we tested in thisway.

Content Indicators: D.2.5 (Testing and Debugging), D.4.9 (Programs and Utilities), General terms:
random testing, reliability, UNIX.
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1 INTRODUCTION

In 1990, we publishedthe resultsof a study of the reliability of standardUNIX utility pro-
grams[2].This studyshavedthatby usingsimple (almostsimplistic) randomtestingtechniques,
we could crashor hang25-33%o0f theseutility programsFive yearslater, we have repeatecand
significantlyextendedthis studyusingthe samebasictechniquessubjectingorogramgo random
input streams. A distressingly ¢g number of UNIX utilities still crash with our tests.

The essencef our testingis a programcalledthe fuzz generator that emitsvarioustypesof
randomoutputstreamsTheserandomstreamsarefed to awide variety of UNIX utilities. We use
a consenrative and crudemeasureof reliability: a programis consideredunreliableif it crashes
with a coredump or hangs(loopsindefinitely). While this type of testingis effective in finding
real bugsin real programswe are not proposingit asa replacemenftor systematicandformal
testing. D quote from the 1990 study:

There is a rich body of research on program testing and verification. Our approach is not a substitute for formal
verificationor testingprocedureshut ratheraninexpensivenechanismio identify bugsandincreaseoverallsystem
reliability. We areusinga coarsenotionof correctness our study.A programis detectedasfaulty only if it crashes

or hangs (loops indefinitely). Our goal is to complement, not replace, existing test procedures.

Our nev study has four parts:

1. Testover 80 utility programson nine different UNIX platforms,including three platforms
testedn the1990study Sevenof theseplatformscomefrom commerciavendorsThesetests
are the sametype aswe conductedn 1990, including the use of the samerandomstreams
usedin the 1990 study and streamsnewly generatedor the currentstudy As in 1990, we
identified and cagporized the bgs that caused thailures.

2. Test netwark services by feeding them random input streams from a fuzz-based client.
3. Test X-windav applications and seevs by feeding them random input streams.

4. Additional robustnesdestsof UNIX utility programgto seeif they checkthe returnvalue of
systemcalls. Specifically we testedcalls to the memoryallocationC library routines(the
malloc() family), simulating the unailability of additional virtual memory
The goal of thesestudieswasto find asmary bugsaspossibleusingsimple,automatedech-

niques.Thesetechniquesareintendedto exposeerrorsin commonprogrammingpractices.The

major results of this study are:

O In thelastfive years,the previously-testedversionsof UNIX madenoticeableémprovements
in the reliability of their utilities. But . . .

.. . the &ilure rate of these systems is still distressingly high (18-23% in the 19951study)

[0 Evenworseis thatmary of thesamebugsthatwe reportedn 1990arestill presenin thecode
releases of 1995.

[0 The failure rate of utilities on the commercialversionsof UNIX that we tested(from Sun,
IBM, SGI, DEC, and NEXT) ranged from 15-43%.

[0 Thefailurerateof the utilities on the freely-distrituted Linux versionof UNIX wassecond-
lowest, at 9%.

1.In this paper“failure” means a crashing with core dump or hanging (looping indefinitely).
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[0 The failure rate of the public GNU utilitiesag the lavest in our studyat only 6%.
We could not crash netwk services on anof the \ersions of UNIX that we tested.

0 Well morethanhalf of the X-Window applicationghatwe testedcrashon randominput data
streamsMore significantis that morethan25% of the applicationscrashgiven random,but
legal X-event streams.

[0 We couldnot crashthe X sener onthe versionsof UNIX thatwe tested(by sendingrandom
data streams to the sery.

Section2 describeshe basicteststhatwe performedon UNIX utilities andtheresultsof those
tests.We analyzeand cateyorize the causesf eachfailure and comparethemwith the results
from threesystemdhatalsoweretestedin 1990.Section3 reportson our testingof network ser-
vicesand Section4 reportson testingof X-window applicationsandseners.Memory allocation
library-call tests are described in SectrSectiort presents concluding comments.

O
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2BASIC TESTS

This sectionreportson theresultsof repeatingour basic1990study Thatstudytestedthereliabil-

ity of utilities by feedingseveralvariationsof randominput streamsin the 1990study we tested
alarge numberof UNIX utilities on six vendors’platforms(plusalimited amountof testingon a
seventh platform). Our currentstudy includedthe sametype of testson nine UNIX platforms,
including seven commercialsystemsThreeof the systemdrom the 1990 studyareincludedin

our current (1995) study

Thesetestswere performedon machinesavailable on the University of WisconsinMadison
campusin the Fall of 1994 and machinesbelongingto membersof the testingteam. The tests
were repeated anckrified in the Vihter of 1994-95.

Section2.1 describesthe tools usedfor the basictestsand Section2.2 describesthe tests
themselesandthe UNIX platformson which they were run. The platformsinclude 1990-\er-
sionsof threesystemsandthe 1995-\ersionsof all nine systemsSection2.3 presentghe results
of our testing and describes the causes oféaihgrés detected by our tests.

2.1 Basic Fuzz Tools

Thefuzz programis basicallya generatoof randomcharacterslt producesa continuousstring of
charactern its standardoutputfile. We canperformdifferenttypesof testsdependingon the
optionsgivento fuzz. Fuzzis capableof producingboth printableand control characterspnly
printablecharactersor eitherof thesegroupsalongwith the NUL (zero)characterWe canalso
specifya delaybetweeneachcharacterThis option canaccountfor the delayin characterpass-
ing througha pipe andhelp the userlocatethe charactersghat causeda utility to crash.Another
option allows us to specifythe seedfor the randomnumbergeneratqgrto provide for repeatable
tests.

Fuzzcanrecordits outputstreamin afile, in additionto printing to its standardoutput. This
file canbe examinedlater Thereareoptionsto randomlyinsertNEWLINE charactersn the out-
put stream, and to limit the length of the output stream.

The following is an &ample of fuzz being used to test "egn", the equation processor

fuzz 100000 -0 outfile | egn

Theoutputstreamwill beat most100,000charactersn lengthandthe streamwill berecordedn
file “outfile”.

Thefuzztoolsalsoincludea setof shellscriptsthatautomatenuchof thetestingprocessif a
crashis detectedby the presencef a“core” file), a“crash”is recordedn alog file. If thetestis
interruptedby the personperformingthetests,a“hang” is recordedn thelog file. Eachcrashand
hangwassubsequentlgxaminedto ensurethatthey werevalid. For example,corefiles canalso
be generatedvhenthe programreceved a SIGABRT signal (typically generatedy calling the
abort() library routine); such cases were not considered crashes.

2.2 Basic Tests

We testedUNIX utilities on nine operatingsystemplatforms. Seven of thesesystemsSunOS,
HP-UX, AlX, Solaris,IRIX, Ultrix, andNEXTSTEP)werethe mostrecentcommercialsoftware
distributionsthat we had availableto us at the time of the tests.Threeof thesecommercialsys-
tems (SunOS,HP-UX, and AlX) were also testedin the 1990 study. Resultsfrom this earlier

PRELIMINARY February 18, 2000 PRELIMINARY



Page 5

Identifyin . .
fying Study Vendor Architecture Operating System
Letter
s 1990 Sun 4/110 SunOS 3.2 and 4.0
Sun Microsystems
S 1995 SFARCstation 10/40 SunO0S 4.1.3
h 1990 HP 9000/330 4.3 BSD + NFS + System V
Hewlett Packard
H 1995 HP 9000/705 HP-UX 9.01
a 1990 PS/2-80 AIX 1.1
IBM
A 1995 RS6000 AlIX 3.2
(@) 1995 | Sun Microsystems SPARCstation 10/40 Solaris 2.3
I 1995 | Silicon Graphics Indy IRIX5.1.1.2
U 1995 DEC DECstation 3100 Ultrix v4.3a rer 146
N 1995 NEXT Colorstation (MC68040)] NEXTSTEP 3.2
G 1995 | GNU, Free Softare undation SunOS 4.1.3 & NEXTSTEP 3.2
L 1995 | Linux Cyrix i486 Slackware 2.1.0

Table 1: List of Systems Tested

study[2] areincludedfor comparisonTwo of the systemgestedarefree softwaredistributions.
The GNU tools comefrom the FreeSoftwareFoundatiorandarewritten by a variety of authors
world-wide.Linux is afreely distributedversionof the UNIX operatingsystemoriginally written
by Linus Torvalds;the systemhas since beenextensivelychangedand extendedby authors
world-wide.The systems tested are listed ablel.

Eachutility wastestedwith severalrandominput streamsThesestreamaverevariedby com-
binationsof the parameterslescribedn Section2.1.We testedthe utilities with streamsgenerated
by the same random seeds as were used in the 1990 study amdrbirss random seeds.

2.3 Basc Test Results

In our currentstudy we testedmorethan80 UNIX utilities. Eachutility is availableon at least
three(andtypically more)of the systemghatwe tested Thelist includescommonlyusedutilities,
suchasshells,C compilers,anddocumentormatters.The list alsoincludesmore obscureutili-
ties,suchas“units”, theunit conversionutility. Similar utilities aregroupedunderthe samename
in Table3 andTable4. Whenthe nameof a utility is differentfrom thenamegivenin thesetables,
the specific name is listed irable2.

Section2.3.1summarizeshe resultsof the basictesting.Section2.3.2examinesthe causeof
thefailures,and Section2.3.3comparesur currentresultsto thoseof the 1990study The basic
testsdo not include X window-basedutilities. Testson X window-basedapplicationprogramsare
described in Sectio4.

2.3.1 Quantitative Results

Theresultsof ourtestsaregivenin Table3. Two immediateobsenationsarepossiblefrom exam-
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Generic Name(s) Irix Ultrix NEXT GNU Linux
as gas gas
awk gawk
bib/bibtex
cc gcc gcc
ccom cfe cfe cclobj ccl
compress gzip
dbx gdb gdb gdb
ditroff/troff ptroff
egn/deqgn negn negn geqn
ex/vi
lex flex flex
more less
plot psplot
sh bash
soelim gsoelim
tbl/dtbl gtbl
yacc bison

Table 2: Similar Utilities.
The utilitieslisted on the same line of the table have similar function, but vary by namein
the systemslisted. They are not meant to beidentical, but rather arelisted for comparison
pur poses.

ining this table. First, thereis a noticeableimprovementin reliability from the 1990 study: the
failure ratefor SunOSwentfrom 29% to 23%, HP-UX wentfrom 33%to 18%, and AIX went
from 24% to 20%. Secondthe 1995 failure rateis still distressinglyhigh, especiallygiven the
ease of the fuzz testing and the publiailability of the fuzz tools.

It is alsointerestingto compareresultsof testingthe commercialsystemsgo the resultsfrom
testing“freeware” GNU and Linux. The seven commercialsystemsn the 1995 study have an
averagefailurerateof 23%,while Linux hasafailurerateof 9% andthe GNU utilities have afail-
urerateof only 6%. It is reasonabléo askwhy a globally scatteredyroupof programmerswith
noformaltestingsupportor softwareengineeringtandardganproducecodethatis morereliable
(atleast,by our measurejhancommerciallyproducedcode.Evenif you consideronly the utili-
tiesthatwereavailablefrom GNU or Linux, thefailureratesfor thesetwo systemsarebetterthan
the other systems.

Oneexplanationmay bethatthe scaleof softwarethatmustbe supportedy alarge computer
compaly is moreextensve thanthatof thefree softwaregroups.Companietave mary morecus-
tomersanda commitmento supportsoftwareon mary platforms,configurationsandversionsof
an operating system (especially on oldersions of hardare and system sofaxe).
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SunOS | HP-UX AlIX Solaris | Irix | Ultrix | NEXT | GNU | Linux
Utility

90 95 90 95 90 95 95 95 95 95 95 95
adb ° ° . o[] a a o[] O O O O a
as [ [ ]
awk
bc ° O
bib ° a g g g g g
calendar O ad
cat
cb . a a ° ° a a
cc °
ccom g g g ° g
checkeq ad ) O O g
checknr ad O O ad
col ° O ° ° ° ° ° O ° O
colert d O ) 0 0 O
colrm O O O 0 0
comm
compress g
cpp
csh a a a O
ctags O 0 0 0 o . 0
ctree g g g g g g a a g
dbx ° 0 O °
dc ° ° ° O
deroff ° ° ° ° ° . ° O g
diction O ° ° ° O O O ° ° O ad
diff
ditroff . ° O . . ° ° °
eqn . ° ° ° O ° ° ° O
ex ° g

Table 3: List of Utilities Tested and Results of Those Tests
e =crashed, 0 = hung, [0 = not available
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SunOS | HP-UX AlIX Solaris | Irix | Ultrix | NEXT | GNU | Linux
Utility

90 95 90 95 90 95 95 95 95 95 95 95
expand ad O
f77 0 0 O O O a
fmt ) 0
fold O
ftp ) ) ) ) ) ° ° ° ° O
graph ad ad O O ad
grep
head O
indent o[] ad ° ad ad ° d ° | °
join ) ° ° °
latex g g g g g g
lex . . . ° ° ° ° . o] .
lint O O a
look a . a 0 a a . ° O
m4 ° ° °
mail 0
Mail g g g a . a g
make °
more g
nm
nroff ) ° o[] . ) ° °
pc O O O O O
plot O O . O O O ol O O O O
pr
prolog o[] o[] ad ad ad O O O O O g
psdit 0 a O a
ptx ° ° ° ) ° g U
refer ° ° d O o[] O ° °
rev t a O O

Table 3: List of Utilities Tested and Results of Those Tests
e =crashed, 0 = hung, [0 = not available
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SunOS | HP-UX AlX Solaris | Irix | Ultrix | NEXT | GNU | Linux
Utility

90 95 90 95 90 95 95 95 95 95 95 95
sed
sh
soelim O O
sort
spell ° ° ° ° ° ° ° O a
spline ad ad O . ad
split
strings O °
strip
style O . . . 0 0 O . O O
sum
tail
tbl
tee
telnet ° ° ° ° ° ° ° ° O
tex g g g g a a
tr
tsort ° ° ° ° O
ul ° ° ° ° 0 ° ° ° ° ° a °
uniq ) ) ) ) ° ° o[]
units ° ° ° ° ° ° ° ° O O
vgrind d d ° O d
wc
yacc
# tested 7 80 72 74 49 74 70 60 80 75 47 55
# crash/hang 22 18 24 13 12 15 16 9 17 32 3 5
% 29%  23% | 33% @ 18% | 24% @ 20% 23% 15% 21% 43% 6% 9%

Table 3: List of Utilities Tested and Results of Those Tests
e =crashed, 0 = hung, [0 = not available

The elitist explanation is that there is no substitute for excellent programmers. The people
who write and support the GNU utilities are typically skilled at their profession and are in it for
the fun and intellectual challenge (that is not to say that such people do not exist in corporate soft-
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waregroups!).The usersof the GNU utilities are,in mary casespf alike mind; if a bug exists,
they will oftenfind andfix it themseles.Having ubiquitoussourcecodeis certainlyanadwantage
in this situation.

Thefreesoftwarealsohasapersonatouchthatimprovescommunicatiorbetweertheauthors
andthe usersUsershave anincentve for reportingbugs.Usuallythe GNU utilities have anindi-
vidual's nameassociateavith them.If you have a bug report,you sendit to a person(who typi-
cally answersyou andshows a personalnterestin your report).Large companiesisuallyrequire
you to submit a bug report to an anorymous address,somethinglike OSbugs @i gConmt
pany.com Response® suchmail areslow andtheusermaynever seeor hearaboutthereso-
lution of the bug. The structureof the corporatesoftware development,testing, and release
processs suchthatit maybeayearbeforearepairis madeavailable. Thelong delayscanalsobe
discouragingo the programmerBy thetime thata bug-fix is deployed, the programmehaslong
forgotten the problem; there is no gratification in solving a particular perportlem.

Distributing sourcecodemayalsobeafactorin quality of the GNU andLinux systemsUsers
aremoreableandencouragedo beinvolvedin identifying the causeof problems Computewen-
dors may be understimating the @lue of widely distrilating their source code.

The lessondearnedby traditional manufcturingindustries,suchas steeland automobiles,
may needto be learnedby the computerindustry:flexibility andresponsienesss a majorkey to
long term surwal.

2.3.2 Causes of Crashes/Hangs

As in the 1990study we examinedeachprogramthatcrashedr hungto identify the causeof the
failure. Sourcecodewasavailableto usfor utilities on SunOS Solaris,Ultrix, HP-UX, GNU, and
Linux; sourcecodewasnot availableon NEXTSTER AlX, or Irix. For eachprogramfailureona
systemfor which we had sourcecode,we catejorizedthe cause;theseresultsare reportedin
Table4. Thelettersin thetableentriesdescribehe systemgo which theentryapplies.Theidenti-
fying lettersaregivenin thefirst columnof Tablel. For the mostcommonfailures,we describe
details of the causes.

Pointer/Array

Errorsin theuseof pointersandarraysubscriptsglominatetheresultsof ourtests.Theseareerrors
ary novice programmemight make, but surprisingto find in productioncode.In all thesecases,
the programmemadeimplicit assumptiongboutthe contentsof the databeingprocessedthese
assumptiongausedhe programmerto useinsufiicient checkson their loop terminationcondi-
tions. The presencef theseerrorsargues(minimally) for garbage-collectethnguagesandfull-
time array bounds checking to help a sipppogrammer detect these problems.

Most of the pointererrorsfoundin the 1995studyweresimple:incrementhe pointerpastthe
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end of an arrayThe error in “ctags” is representati(file “ctags.c”):
char line[4*BUFSIZ];

sp = line;
do {
*++sp = ¢ = getc(inf);

} while ((c '="\n") && (c != EOF));
Notethatthe terminationconditionin the above loop doesnotincludeary testsbasedon the size
of array (ine ) being used.

Array subscriptingerrorswere alsoa commoncauseof failuresin this study Most of these

errorsappearedn routinesthat were using characterinput or were scanningan input line. An
example of an error during input appears in “cb” (file.&h

char string[200];

while ((cc = getch() 1= ¢) {
string[j++] = cc;

}

Theterminationconditionontheabove loop checkgheinput operationjput ignoresthesizeof the
buffer into which thedatais beingread(string ). Anothercommontype of errorhappensluring
string processingwhere (again!) the terminationconditionof the loop doesnot containa check
on the size of the arrayhe folloving example comes from “bibk& (file “strpascal.c”):

void

null_terminate(s)

char *s;

{

while (*s |="") s++;

}

Dangerous Input Functions

The secondnostcommoncauseof errorswasthe useof dangerousnput functions,suchasthe
notoriousgets()function. The problemis that gets()hasno parameteto limit the length of the
input data.Besidescausingreliability problems,useof gets()wasalsothe flaw that permitteda
major breachin Internet security[3,4]. By using gets(), the programmeris making implicit
assumptions about the structure of the data being processed.

The manual page from the Solaris 2.3 system wisely contains th&ifglaarning:

When using gets(), if the length of an input line exceeds the size of s, indeterminate behavior may result. For this
reason, it is strongly recommended that gets() be avoided in favor of fgets().

The fgets() function includes angaiment to limit the maximum length of the input line.

TheC library input/outputroutinesarenot integratedinto the languagethey appearonly asa
collectionof procedureso be called.Newer languageslike C++, cando a betterjob by integrat-
ing theinput operationinto the definitionof anew typeor class(usingthe“>>" operator) But the
definitionof the“>>" operatorfor charactestringsdoesnot includeinformationaboutthelength
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Cause
Utility _ —
Ar_ray/ I np_ut Signed Divide by EOF Others No Source
Pointer Functions | Characters Zero Check Code
adb sShHO
as a N
bc N
bib S
cb haU AN
cc N
ccom ON
checkeq A
col (0] SU sha AIN
colert A
csh sha
ctags (0] L N
dbx L s
dc G IN
deroff sShaOU N
diction ShHU N
ditroff s SHOU AN
egn sShHU AIN
ex h
fmt N
ftp sShaOU AIN
indent sh SHOGL AN
join ou sN
lex sShHaUGL AN
look shu HO N
m4 HU N
Mail N
make h

Table 4: List of Utilitiesthat Crashed or Hung, Categorized by Cause

Thelettersin each entry describe the system on whilethefailure occurred (see Table 1 for a
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Cause

Utility _ —

Array/ Inpl_Jt Signed Divide by EOF Others No Source

Pointer Functions | Characters Zero Check Code
nroff SHOU AIN
plot (0] sh N
prolog sh
ptx sShH A
refer shU AHN
spell sha SOuU N
spline N
strings (0]
style ShH N
telnet sShau AIN
tsort L sha N
ul sShHOUL AIN
uniq sShau IN
units SshaO AIN
vgrind N

Table 4: List of Utilitiesthat Crashed or Hung, Categorized by Cause
Thelettersin each entry describethe system on whilethefailure occurred (see Table 1 for a
description of the system letters)

of the arrayFollowing is a typical gample of hav “>>" is used:
char buf f [ BUFSI ZE] ;

cin >> buff;

The representatioof a UNIX characterstring doesnot carry informationaboutthe size of the
arrayin whichit is stored.You cansetthe maximuminput line sizeusingthe C++ input/output
class(usingthe cin.width() function), but this requiresextra and explicit actionby the program-
mer; the dedult case has dangerous beba

Sgned Characters

The corversionof numbersfrom one sizeto anothercan causeproblems;the problemis com-
poundedby usingcharactersn boththeir symbolicandnumericforms.In C (andC++), thetype

“char” is asigned 8-bit integeron mostUNIX systems. Thepresencef asignbit canbeconfus-

1. Both the number of bits and presence of a sign bit are system dependent. If the programmer really does
not want a sign bit, then the declaration should include “unsigned”.
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ing anderror prone(with the possibility of sign-extension)whendoingarithmetic.Thefollowing
example comes from "eqn” (file “lookup.c”):

register int h;
register char *s = name;

for (h =0; *s I="\0";)
h += *s++;
h %= TBLSIZE;

Thevaluepointedto by s is a signedcharacteandh is aninteger Charactershatarepointedto

by s mayhave their high-orderbit on, makingh negativc—:'2 (h will subsequentlypeusedasa sub-
script).

End-of-File Checks

Checkingfor end-of-fileis anothercaseof the programmemakingimplicit assumptionsbout
the structureof input data.lt is a common,but dangerousssumptiorthat end-of-filewill occur
only afteracompletenputline;i.e.,end-of-filewill alwaysimmediatelyfollow anewline charac-
ter. While this assumptiorcansimplify the structureof the applicationcode, it leavestheapplica-
tion vulnerable to crashing or hanging.

2.3.3 Comparison of Resultsto the 1990 Study

When we comparethe resultsfrom the 1995 study to thosefrom 1990, it is interestingto go

beyondthe raw numbersWhenwe examinedthe bugsthatcausedhefailures,a distressingohe-

nomenonemeged: mary of the bugsdiscovered(approximately40%) andreportedin 1990are

still presenin their exactform in 1995.The 1990studywaswidely publishedn atleasttwo lan-

guagesThe codewasmadefreely availablevia anorymousftp. The exactrandomdatastreams
usedin ourtestingwerefreely availablevia ftp. Theidentificationof failuresthatwe foundwere

alsomadefreely availablevia ftp; theseincludedcodefragmentswith file andline numberfor the

errantcode.Accordingto our records,over 2000copiesof the fuzz tools andbug identifications
were fetched from our ftp site.

Several of the bugsfoundin the 1995studywerelikely presentn the 1990 study but were
masled by the original bugs. Fixing the original bugs andre-testingshouldhave exposedthese
new ones.

Thetechniquesisedin this studyaresimpleandmostlyautomaticlt is difficult to understand
why a vendor would not parta& of a free and easy source of reliability imgments.

2. The standard, printable characters do naehiheir high-order bit on,ut it is not safe to assume that
these are the only characters that will be read as input.
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3NETWORK SERVICES

Thefuzztestingtechniquesreeffective for finding reliability problemsn realprogramsA natu-
ral questionis: in whatotherdomainscanthesetechniquese applied?Our first new application
of the fuzz techniquesas to test netark services.

Internetnetwork servicesareidentifiedby a hostnameandport number Most hostssupporta
collectionof servicessuchasremotelogin (“rlogind” and*“telnetd”), file transfer(“ftpd”), user
information (“fingerd”), time synchronizatiorprotocols(“timed”), and remoteproceduresalls.
To testtheseserviceswe wrotea simpleprogram(called“portjig”) thatwould attachto anetwork
portandthensendrandomdatafrom thefuzz generatarThis testingconfigurationis illustratedin
Figurel.

Figure 1: Testing Network Services

MostUNIX servicesaretypically listedin afile called“/etc/services” Our testscriptselected
eachservicein thisfile andsentit randomdata.We testedooth TCP (connection-basedndUDP
(datagram-based) services.

Several yearsago,we informally testednetwork serviceson a few UNIX systemsandwere
ableto crashonly two utilities (“ftpd” and“telnetd”). We ran our currenttestson SUNOSNEXT-
STER andLinux. In this study, we were not able to crash any of the services that we tested on any
UNIX system. Thisresultbodeswell for network reliability andsafety Curiouslythough,we were
ableto crashsomeof the client programsfor network services(suchas “telnet” and “ftp”, see
Table4).
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4 X-WINDOW APPLICATIONS AND SERVERS

Our next targetfor fuzz testingwasthe window systemandits applicationprogramsAn increas-
ing numberof applicationprogramsare basedon graphicaluserinterfaces,so X-Window based
applicationsandsenerswerenaturaltargetsfor thefuzz testing.Eventhoughmostof theseappli-
cationswerewritten morerecentlythanthe basicUNIX utilities, they still hadhigh failure rates
underrandominput tests. The X sener proved resistantto crashing.Section4.1 describeghe
tools we usedto testthe window sener andapplications Section4.2 describeghe teststhat we
performed, and Sectioh3 presents the results from applying these tests to applications.

4.1 X-Window Fuzz Tools

To sendrandominput to the X-Window sener or applicationswe interposedour testingtools

betweerthe client andthe serer. Theinterposedrogram,calledxwinjigt, cangenerateandom
inputor modify theregularcommunicatiorstreambetweerthe X-Window applicationandsener.

Thexwinjig programpretenddo beanX senerto theapplicationsandpretenddo beaclient
to the real seer. The X-Window systemis capableof running on machineswith multiple dis-
plays,andthe X sener hasa separatd CP/IPport for eachof its displays.Theseportsarenum-
bered6000+ N, whereN is the display number(display O is the standarddefault display). We
changethe default display by settingthe DISPLAY environmentvariableto a highernumbered
display Xwinjig listens on this port, and then connects to the real Xeservthe standard port.

The X sener hasanauthenticatiormechanismandxwinjig mustmimic or circumventit. We
provide proof of authenticatiorby readingthe users ~/.Xauthorityfile andsendingthe appropri-
ate authorization“‘cookie” to the sener. We circumwent the authenticatiorby disablingaccess
control checking on the sew(by executing the commancthost +).

4.2 X-Window Tests

In testingthe X-Window sener andapplicationswe useda combinationof four differentvaria-
tions of randominput streams.The first two techniquesare usedto testboth the sener andthe
applicationswhereaghelasttwo areusedto testonly the applicationsEachinputtypeis closer
to valid input thanthe previous one(andthereforepotentiallytestsdeepetayersof theinput pro-
cessingcode).The lasttechniquédisted belav is importantbecauset simulatesa userrandomly
usingthe keyboardand mouse.Eachapplicationwastestedwith either(a) a combinationof the
Types 1-4 types of random input, or (b) oniyp& 4 (Igal) random input.

1. CompletelyRandomMessagesxwinjig concoctsa randomseriesof bytesandshipsit off to
the serer or the client in a message.

2. GarbledMessagesxwinjig randomlyinserts,deletespr modifiespartsof themessagstream
between the application and serv

3. RandomEvents:xwinjig keepstrack of messag®oundarieslefinedby the X ProtocolRefer-
enceManual[5]. xwinjig randomlyinsertsevent§ that are of the propersize and have valid

1. Xwinjig actuallyhastwo implementationgcalledxjig andwinjig) whosecombinedfeaturesarecall xwin-
jig. This section reports on the combined results of testing with thesebis.

2.An event is a message sent by the setwo the client to indicate that something of interest to the client
happened at the senvside. E.g., anvent is sent each time akis pressed.
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opcodeqin therange?2 to 34). The sequenceaumbey time stamp,and payloadmay be ran-
dom.

4. Legal Events:Theseareprotocolconformantmessagethatarelogically correctindividually
andin sequenceTheseeventshave valid valuesfor suchthingsasX-Y coordinatewithin a
window. Informationsuchaswindow geometryparent/childrelationshipseventtime stamps,
andsequenceumbersare obtainedby monitoringclient/serer traffic andareusedto gener-
ate thesewents.

Thexwinjig programhasoptionsto controlthe rateof injection of events,the frequeng and
methodof randomizinghe eventstreamthedirectionof operation(clientto seneror vice versa),
and the eent types (kRyboard and mousevents only or all ezents).

4.3 X-Window Test Results

We testedthe version11R5X-Window sener on the SunOSandUItrix systemsthe X-Window

applicationsweretestedon SunOS.Testingwasdoneonly on thesefew systemsecausef the

significanttime it takesto completethis type of testing. The X-Window applicationprograms
include onesdistributed by the vendor locally written, freely distributed, and purchasedrom

third party \endors.

4.3.1 Quantitative Results

The resultsof our testson X-Window applicationsare givenin Table5. The first conclusionto
draw is thatthe fuzz testingtechniquesareeffective for testingprogramshasedon graphicaluser
interfacesThis resultshouldencouragehis type of testingon otherwindow-basedsystemssuch
as the Macintosh and PC.

Thetestinputsof Typesl and2 represensomefailurein the X sener or its associatdibrar-
ies. It may bereasonabléo amguethattheseerrorsareunlikely, or thatif they occur the applica-
tion programscannotdo much to counteractthem. Good software design practice saysthat
programsshouldhave reasonablerror checkingon all externalinterfaces;in caseof a crash,at
leastthesecheckswill helplocalizethe problem(andhelp corvincethe programmethatit is not
in their avn code). These checks can result in bettigrrieports to the soft@ve \vendor

The Type 3 and 4 inputs containenoughvalid datathat they take us pastmostof the basic
checksin the X library. The Type 4 testinput producedwhatis probablythe mostcondemning
result. Given legitimate input event streams,more than 25% of the programstestedcrashed.
Application programsfrom all sourcedailed on this type of input. Errorsof this type are com-
mon; mostusershave, at sometime, selectedarge amountsof text from a window andacciden-
tally “pasted” it into the wrong winda

For the X-Window systemthe “hang” resultsmay be moreseriousthanthe crashesln mary
casesan X-Window applicationwill hangwhile it is hasexclusie control over input (keyboard
andmouse).Thismeanghatthe usercannotselectanothemwindow to terminatethe hungapplica-
tion; the user must use anothasrikstation and remotely kill the application.

4.3.2 Causes of Crashes/Hangs

We identifiedthe causeof the failuresof several of the X-Window applicationghatwe testedin
this study In this section,we describesomeof the errorsthat we found. In general the type of
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Input Data Streamypes (described in Sectidn2)
X Utility Combination Input (A Mix of ypes 1-4) Legal Events Only (Vpe4)
bitmap ooo O
emacs oo O
ghostviev d
idraw ad O
mosaic O
mxrn a
netscape O 0
puzzle ad
rxvt g u
xboard ad
xcalc
xclipboard O
xclock
xconsole
xcutsel O
xditview ad
xdvi oo
xedit
xev
xfig ad
xfontsel
xgas
Xgc a
Xmag g
Xman
xmh
Xminesweep
xneko

Table5: List of X Applications Tested and Results of Those Tests
O000O=crashed on Type 1, 2, 3, or 4input. OOO0O = hungon Typel, 2, 3, or 4input.
When more than one combination of input types caused a crash, all arelisted.
Testsrun on SUNOS4.1.3.
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Input Data Streamypes (described in Sectidn2)
X Utility Combination Input (A Mix of ypes 1-4) Legal Events Only (Vpe4)
xpaint oo d
xphiff
Xpostit O
Xshawv g
xspread min|
xterm a
Xtv a O
XV oo d
xweather d O
xxgdb O
# tested 38 38
# crash/hang 22 10
% 58% 26%

Table 5: List of X Applications Tested and Results of Those Tests
O000=crashed on Typel, 2, 3, or 4input. OO0 = hungon Type 1, 2, 3, or 4 input.
When morethan one combination of input types caused a crash, all arelisted.
Testsrun on SUNOS4.1.3.

programming errors that we found were similar to those found in the basic tests.

The “xpaint” applicationcrashesecausef a commonerror with pointers:dereferencinga
NULL pointer During input,an X library functionreturnsawindow with zeroheight. The struc-
ture of the subsequentodeis awkward. Therearemary placeswherethe pointermight be used
andeachof these(exceptone!) hasa checkfor NULL. The codestructurehasthe appearancef
evolving with incremental figs rather than systematieeshaul.

Anotherexampleof notcheckingfor NULL valuescanbefoundin “xsnow”, anX application
thatcreatesnavflakeson the screeranddropsthemtowardsthe bottom.The bugin this utility is
that it doesnot sufficiently checkthe returnvaluesfrom X library functions. XCreateRgion()
returnsa NULL pointerthatis subsequentlypassedo XPointinRegion(). Many of the X library
functions(including XPointinRegion) do not checktheir agumentdor validity in theinterestsof
performance(While the client side X libraries scrupulouslycheckmessagdrom the sener for
errors,they trustthe client (of which they area part) to passin correctargumentsandto check
return \alues.)

PRELIMINARY February 18, 2000 PRELIMINARY



Page 20

SMEMORY ALLOCATION CALLS

We appliedour randomtestingtechniquego the interfacebetweenapplicationprogramsandthe
systemcall library. We createda library thatlookslik e thestandardJNIX C library, but allows us
to simulateerror conditions.We limited our experimentto replacingone family of library rou-

tines: the dynamicmemoryallocation routine<. malloc() is a C library function that allocates
memoryon the heap,extendingthe programs virtual addresspacef necessaryA zero(NULL)
returnvaluefrom malloc() typically meanshat no morevirtual memoryis availableto this pro-
cesqbecaus®f insufficient swap spaceor systemimposedresourceconstraints)It is acommon,
but dangerousprogrammingpracticeto ignorethereturnvaluesfrom the memoryallocationrou-
tines; filure to check for a zero returalue can result in dereferencing a NULL pointer

We extractedthe objectfiles for the malloc() family of functionsfrom the standardC library
anduseda binary rewriting utility to renamethe symbols[1]. By creatingan objectfile with the
original library call names(called“libjig”) andlinking againstthe new library, we wereableto
interceptcallsto malloc() (seeFigure2). Any call to malloc() in the userprogramor the system
library first wentthroughlibjig, beforecalling the realmalloc(). Theroutinesin libjig controlthe
average percent of the time that mallo&()d.

program libjig C library J
(sym table modified
mal | oc(...); void *

I R malloc(...) {

void *

rv:_rralloc(...);//*_nallOC(”') {

randomly return zero or rv;

Figure 2: Intercepting callsto the memory allocation routine

We testedthe programsin the “/bin” and*“/usr/ucb” directorieson a systemrunning SunOS
4.1.3.0f the programsthat had sourcecodereadily available,53 madeuseof malloc(),and 25
(47%) crashed with our libraryhe utilities that crashed are listed eble6.

The memoryallocationroutinesreturnzerotypically whena useror systemresourcdimit is
reachedA commonexampleis whenthe swap spacas full. Notethatmary of the utilities listed
in Table6 areonesthata programmemightwantto usewhenthis situationoccurs:“finger”, “w”,
or “users”(to seewhois loggedin), “login” (to log in assuperuserto try to fix thesituation),and

1. The memory allocation routines that we considered were calloc(), malloc(), and realloc().
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“df” (to check the amount of disk space used).
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Utilitiesthat Crashed
bar df login rup tsort
cc finger Is ruptime users
checknr graph man rusers vplot
ctags iostat mkstr sdiff w
derof last rsh symorder xsend

Table 6: Utilitiesthat Crashed when malloc() ReturnsZero
Tested on SUn0S 4.1.3.

In all but onecasethatwe investigated,the programssimply dereferencéhe addresseturned
by malloc() without ary checking.Someof the programschecledthe returnvaluesin oneplace,
and not anothey while otherprogramsdid not checkat all. The one casethat wasdifferentwas
“df” (aprogramthatshavstheamountof disk spaceavailable);it checledall its callsto malloc().
However “df” calls anotherC library routine (getmntent()),which then calls malloc() without
checking its return code. This is axaeple of a program being as strong as its wstlknk.

Thistestingtechniqueof modifying thereturnvalueof acall to alibrary canbe easilyapplied
to ary otherlibrary routine.A commoncauseof programmingerror is not checkingthe return
valueon file operationgopen,read,or write). Libjig could be usedto find potentialbugsin the
use of these calls.

PRELIMINARY
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6 CONCLUSIONS

We revisited our original testingstudywith the expectationthatit would be difficult to find mary
bugsin the new versionsof the utilities that we tested.Our 1995 study surprisedus in several
ways.

First, the continuedprevalenceof bugsin thebasicUNIX utilities seemsa bit disturbing.The
simplicity of performingrandomtestingandits demonstratedffectivenessvould seento beirre-
sistibleto corporatetestinggroups.The basicutilities may simply fall betweenthe cracks.Most
of theseare not major flashy componentssuchasa kernelor compiler Thereis little glory or
marketing impactassociateavith themanddifferentcompaniesassigntheseutilities to different
groups.

Secondthereliability of network servicesand X-Window senersis goodnews. Thesebasic
systemcomponentsre getting enoughattentionwithin the computercompanieghat they have
been honed to a (relagly) high level of reliability.

Third, X-Window applicationsareno lessproneto failure (andseemto be moreso) thanthe
basicutilities. Theseapplicationsare generallynewver thanthe basicutilities so, we hope,would
be designedwith betterengineeringechniquesPerhapghe large additionalcompleity of con-
structinga visualinterfaceis too muchof a burden.Hangingan X-Window applicationcancause
thesenerto ignoreall otherinputuntil thehangingapplicationis terminatedwhich mustbedone
remotely).

Fourth, the reliability of the freely-distriluted GNU and Linux software was surprisingly
good, and noticeablybetterthanthe commerciallyproducedsoftware. It is difficult to tell how
muchof thisis aresultof programmenuality, the cultureof the programmingervironment,or the
generalburdensupportedoy the software developers.Large companieswvill needto make some
concretechangesn their softwaredevelopmentervironmentsandcultureif they hopeto produce
higher quality softwre.

Moderncompilers Janguagesanddevelopmentools shouldbe helpingus developmorereli-
ableprogramsHowever it is clearthatthesenew tools canbe aseasilyabusedasmoreprimitive
tools (old assemblylanguageprogrammersare proud to point this out). A good examplewas
shavn in Section2.3.2,wherethe problemof the missinginput field-width specificatiorof the C-
library gets() can still be found in the C+»=” operator

New versionsof softwarearebeingreleasedll the time. Our resultsrepresent snapshobf
versions that we hadvailable to us at the time of testing.

Therearecertainlymary thingsleft to do in a studysuchasthis one.The randomtestingcan
beappliedto kernelcallsandto randomlygeneratedommand-lingparameterso utilities. Check-
ing returncodesfrom library routinesshouldbe extendedto input/outputandothertypesof calls.
Any procedurecall interfacecanbe checledusinglibjig. Otherareasof systemsoftwareareame-
nableto this type of testing.The systemcall interfaceis anideal candidateralling theseroutines
with random parametemlues is likely to produce interesting results.

Otheroperatingsystemsshouldbe given the samescrutiry aswe gave to UNIX. The prob-
lemsthatwe foundin the systemgshatwe testedshouldnot beinterpretedo saythatUNIX is ary
worse(or better)thanothersystemsCertainlythe popularApple MacintoshandIBM PCsystems
should recefe the same el of testing.
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SOURCE CODE AND RELATED PAPERS

Notethatthe sourceandbinary codefor thefuzz tools (for UNIX andWindows NT) is available
from our \eb page atitp://grilled.cs. w sc. edu/ f uzz.

A morerecentpaper applyingfuzz testingtechniquedo applicationsrunningon Windows NT
can be found attp: //grilled.cs. wisc. edu/ techni cal _papers/fuzz-nt. pdf.
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